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INTRODUCTION

There are a very wide variety of critical incidents that are faced by our first responding law enforcement, fire and emergency medical service personnel.  These incidents can range from natural disasters such as floods, wildfires and earthquakes, to manmade disasters such as Hazmat spills, plane crashes, the terrorist attack at Oklahoma City and the September 11th attack on the World Trade Center, along with the almost daily criminal occurrences of barricaded gunman, major crime scenes, explosions, hostage takings and active shooters. 

The actions that are taken by these first responders are of paramount importance. These initial actions will determine the safety of the innocent civilians involved, the successful outcome of the incident and the ultimate successful prosecution of any suspect(s).

A major critical incident is every first responder’s nightmare.  At the onset, there is usually minimal information about what is going on, and the information that is received is usually fragmented and sometimes conflicting. Most of the initial information received will be coming from panicked and confused civilians or public safety first responders that are just arriving on scene and becoming directly involved in a small segment of the event. To compound the problem, depending upon the physical location of the agency supervisor, he or she can be many minutes away from the incident and there can be a significant lack of command authority.

The first twenty to sixty minutes of an incident are the most critical. The policies and procedures that we follow during this initial stage of response to stabilize the event can set the tone for the entire incident. It will determine whether or not we have organized and focused resources on scene, or whether we are fighting from behind the power curve during the entire incident.

The sad reality that we had to face with Columbine and other critical incidents was that the emergency response is going to fall to the patrol officers, firefighters and paramedics who get there first.  The old luxury of having to secure a perimeter and wait for managers, reinforcements, special equipment and special weapons no longer applies in these active, dynamic incidents.  
We need to add some new skills to our toolbox. We're going to have to be trained and organized to a point where everyone who responds knows what the plan is, and that right down to the last medic, firefighter or patrol officer they're capable of starting and controlling the emergency response.

With the principles of minimum staffing, and the short numbers of first responding public safety personnel, we're never going to have enough people to adequately handle a large critical incident when it starts.  It can take hours before we have sufficient enough resources and personnel on the scene to handle these events.  Mutual aid from surrounding jurisdictions will be a critical factor. They will be running into our jurisdiction to help shore up our initial response. If all of these forces are utilizing the same comprehensive plan, every person who arrives at the scene can and will make a positive difference.
These incidents can even be more demanding if we consider the potential that we could have more than one incident occurring within the same city or county at the same time. The lack of critical supervisory and managerial staff in the field to handle multiple occurrences dictates that the first responders will be assuming incident command duties. In this capacity first responding public safety personnel will be held accountable for initiating the response plan and commanding the event until relieved by supervisory personnel.

The public that we serve demands excellence of its public safety first responders.  When a critical incident erupts, they will be very anxious and looking to us for guidance, protection and safety.  The only thing that will conquer the anxiety brought about by these often catastrophic events is the swift and efficient response of the government’s highly trained personnel.
We can count on the fact that these local law-enforcement officers, firefighters and emergency medical personnel will be called on to handle the first response to these acts, and we therefore need to have a focused and well-coordinated plan on how all of them will respond to these incidents. It is with these principles in mind that we set forth some basic guidelines and introduce a comprehensive response plan to assist local first responders. This course was created as an advanced training program to give the first responders a plan that they can use against a wide variety of problems and occurrences. 

Our goals in presenting this Manual and First Responder Training Program are: to fulfill our citizens trust they have placed in government to handle the wide variety of critical incidents, to have a response plan that will create a coordinated and efficient response among all first responding public safety personnel, and to effectively reduce the injury and property destruction created by these events.

MAJOR POINTS

TWO KINDS OF CRITICAL INCIDENTS

There are two kinds of critical incidents. Department Initiated and Suspect Initiated. 

Department Initiated are those events that are started by the department or law enforcement agency.  These incidents are usually planned raids for the apprehension of a wanted person, or a service of a search warrant such as in a narcotics warrant service. 

In a Department Initiated event, we have the ability to control almost all of the variables.  We get to pick the time of the event, do a recon on the location, assemble all of our needed staff and equipment, and plan for any contingencies that could go wrong. 

We then finally time the event to proceed when we are ready to have the incident occur.  Most all of these incidents proceed without any difficulty.  The amount of officers arriving at the scene is usually sufficient to overcome any potential resistance by the individuals we’re trying to search or arrest.

In preplanned large-scale crowd events such as a parade, demonstration or major sporting event, we have a major tool that can aid us in our planning and preparation. The State of California Governor’s Office of Emergency Services publishes a book known as The Law Enforcement Guide for Emergency Operations.  A copy of this book is available and it can be downloaded from the Internet using the Web Site: www.oes.ca.gov. go to the ‘Law-Enforcement Branch’ section and look for the title “Redbook” in the Adobe Acrobat format.

This book contains a complete discussion on the Standardized Emergency Management System and the Incident Command System.  It includes checklists for each of the key positions, along with comprehensive discussions on such critical topics as: Mutual Aid, organization of a Tactical Field Force and using an Event Matrix to plan for a major event. This book also includes several emergency checklists for critical incidents such as: Hazardous Materials Incidents, Earthquake, Aircraft Crashes, Bomb Threats and other critical incidents. 

This book also contains several Incident Command System diagrams used in various major incidents; along with a complete set of Incident Action Plan forms that are very helpful in any large-scale incident. Please obtain a copy of this book and use it in your large event planning.

In a department initiated event, with us controlling all of the variables, these events sometimes go very wrong; resulting in a significant adverse criticism against your department. We need to spend a few minutes discussing why events in which we control the facts and circumstances can go wrong.

After examining a large number of department initiated events, two significant errors consistently appeared.  The Incident Commander became “Married to the Plan” and in the face of conflicting evidence refused to change or adapt to the new circumstances, and the Incident Commander or planning section failed to plan for the “Worst-Case Scenario”.

In the first incidence of being “married to the plan” we find that operations must be flexible and that the Incident Commander has to have the confidence to change and adapt the plan in the face of conflicting and sometimes ever changing circumstances. The various critical incidents that we can get involved in as first responders have the nasty habit of not standing still.  It takes great confidence and fortitude on the part of the Incident Commander to change a plan “in midstream”, and we must always be ready to change or cancel a certain plan of action based on the circumstances as the event unfolds.

In failing to plan for the worst-case scenario, we can leave ourselves open for calamity during a department planned event. It is not hard for the Incident Commander to see where a specific event could go very wrong; but for some reason, most Incident Commander’s fail to plan on what actions they’re going to take or what equipment they’re going to need when this occurs. 

Such seemingly simple items as: reserve forces, extra supplies of ammunition already in the magazines, sufficient equipment to conduct maximum breaching operations, advanced surveillance devices and the specialists that they required to run them, and finally sufficient enough emergency medical personnel and rescue vehicles to retrieve any downed first responders—seem to somehow elude the prior planning for a department initiated event.

Being aware and cognizant of these two critical errors won’t necessarily guarantee you 100 percent success on a department planned event.  But, by including these two points in your planning you will greatly increase your department’s ability to successfully pull off one of these significant events.

For the purposes of this course though, we will be concentrating on the Suspect Initiated and other spontaneous type of events that the emergency first responders have to handle with whatever immediate resources are at their disposal.

SUSPECT ADVANTAGES

Better Mindset--Better Weaponry—Familiarity with the Area—Escape Plan

And No Regard for Innocent Bystanders.

In most criminal critical incidents we, the first responders are at a critical disadvantage.  The suspect has a predetermined mindset. He has already chosen his course of action, and in many cases, has already decided to take a human life. The daily mindset of a first responder is far from that of taking a human life.  Our focus has always been on public service, and when going up against an adversary who has already committed to hurting and killing people, we are at a distinct initial disadvantage.

The suspect has better weaponry and quantities of ammunition than local law enforcement. If the suspect has had any time to plan his actions, he has realized that when he meets a police officer or the police arrive during his event, he has to engage them with gunfire to survive.  He therefore will arm himself with as many weapons he can obtain and as much ammunition he can carry. The average police officer steps out of a patrol car carrying a handgun and an average 46 rounds. The officer is usually outgunned at the start.
The suspect is more familiar then the police with the territory or the building in which the incident is occurring. The police are incapable of knowing every layout of every building or home in their city or county.  The suspect has either conducted a reconnaissance for a potential criminal act, or he is familiar with the residence or office area because he lives or works there. The suspect will know the exits and entrances along with the interior layouts; putting the first responders at a severe disadvantage.
If the suspect has had a period of time to think about the event, he has usually planned an escape. This puts the first responders at an increased level of risk. Having already conducted a crime of violence, the suspect is not inclined to allow first responders to stand in his way as he is making his escape. First responders must be increasingly aware of this danger on the way to a critical incident.

The suspect will not be concerned about the innocent civilians in the area. The suspect usually has already committed to a deadly course of action that by itself will place innocent civilians in jeopardy.  The suspect will often figure that if he has hurt or killed one person, more people hurt or killed will not matter. 
The responding police officers must use extreme restraint; often times never firing their weapons until they are absolutely sure of their target, and are aware of the background for that target.  The suspects have no such restraints; while the first responders have to do everything they can not to jeopardize innocent civilians in the area.

We need to have a response plan that we all can use when we respond to these incidents, so that we can overcome the advantages held by the criminal suspect. We need a plan that can be applied under stress and that can be implemented by everyone in our response team. 

PLAN FOR THE UNEXPECTED

A critical incident such as a hostage taking, suicidal subject, barricaded gunman, or even an explosion, can happen at anytime.  There are of course several major points we need to consider about these incidents.  

The first is that we must always expect a visit from Mr. Murphy.  Murphy’s Law says:  “If anything can go wrong, it will go wrong”. This can readily apply to first responder operations in a Critical Incident.  Such problems as police car crashes, accidental discharges, misplaced resources, radio failures and a list of other problems far too long to mention, have all occurred during the response to critical incidents
Emotions run high, people are nervous or scared, and information is sketchy and confusing as to what is really going on.  You probably could not ask for a better environment to have Mr. Murphy stop by.  We must expect these occurrences, realize that they will occur and he is flexible as possible in dealing with them.  We also need to recognize that we need to do as much pre-planning as possible to prevent them. In a first responder situation the old adage still applies: “Your Level Of Success Is In Direct Proportion To Your Level Of Preparation”.
LACK OF OFFICERS AND SUPERVISORS

Our second main problem is that we will never have enough Officers and Supervisors capable of initially responding to the scene.  This immediate staff deficit puts us in the position of having the first responding officer or supervisor take charge until we can get sufficient support on scene.

This problem can be compounded by the arrival of officers from allied agencies who want to help in a Mutual Aid capacity.  These officers can arrive on scene, often times with radios not on our frequencies, and begin independent action without the approval of the on scene Incident Commander.  We need to coordinate our efforts with these potential mutual aid responders.  Without prior training, and all of us utilizing the same plan, we can actually work at cross-purposes and waste valuable resources.

The first twenty to sixty minutes of an incident are the most critical. The policies and procedures that we follow during this initial stage of response will set the tone for the entire incident. It will determine whether or not we have organized and focused resources on scene, or whether we are a disorganized group of independent actors.

The critical function in the management of major calls critical incidents is the stabilization of the scene.  One of the big statistics that comes out of this field is that if we are able to lock down and stabilize the scene within the first twenty minutes, the incident has an 80 percent chance of being resolved without further injury or loss of life.

These major points mean that we need to have a plan that is both well organized and simple enough to be understood by all responding officers of all the agencies who could provide mutual aid. We will cover this response plan shortly.

TRAINING ISSUES

There is a huge training component that goes along with this course. You the student have to return to your department and educate them regarding this plan.  There is no guarantee that the supervisor will be present during the start of one of these incidents.  That means that all of your officers have to know the basic principles of the plan so they can begin to put them in effect whether the supervisor is present or not.  Remember the 20 minute rule.
Without this kind of focus, the entire patrol team will be fragmented on the initial approach to the incident.  Every officer must know the overall mission so that it can be undertaken and accomplished without the supervisor present. I like to use the analogy of the Normandy invasion.  Each one of the soldiers involved in the invasion was briefed completely on the mission of their unit. That way, if the leaders were absent for some reason or got separated from the rest of the troops, the individual soldier was responsible for the accomplishment of the mission.

Therefore each and every team member has to understand all four of the steps in our response plan so that they can implement them without the supervisor on scene.  As is usually the case, we can picture the supervisor at a meeting on the other side of the district, or at some other administrative function when the incident starts. The supervisor is then at a distinct disadvantage of having to respond from a cold location and not knowing what has been done by his/her officers on scene.  

The only way to overcome this disadvantage is to have all of the officers properly trained in this response plan, so that they can begin to implement it without the supervisor on the scene.  Whoever is the first officer present when the incident starts will be the defacto Incident Commander until the supervisor can respond and assume command. This fact has to be emphasized over and over again during training.
After this initial education phase occurs, training in both tabletops and the full functional drills has to occur.  All of these drills have to be critiqued so that we can show what we did right, and what we will do differently next time.  Then, armed with this critique information, we can design our next cycle of education and training to eliminate the things that didn't work well and to capitalize on the things that worked correctly.
Our training responsibility also extends to the other public safety first responders in the fire departments and emergency medical services. These other agencies will be vital to the overall success of the operation, and they should be included in all of our tabletop drills and full-functional drills so that we can work out our problems as a team and understand each others missions and goals.
TEAM BUILDING 

I cannot say enough about the positive effect of building personal relationships in the emergency response organizations. Agencies such as local law enforcement, local fire departments, and the local medical response personnel need to begin meeting and training together.

I know how hard this really is, and how easy it is to say, but there is an urgent need to meet our counterparts, discuss, plan and drill on what we are going to do before we have an actual incident. The friendships and alliances that are built up by working closely with each other in these sessions can overcome significant problems and obstacles.

During an actual incident no one is going to have the time to sit down and read some detailed manual full of response plans. At best, we might have the time to consider our checklist as the incident unfolds. We have to know what the other agencies are going to do, and have our coordinated effort ready before the event.

There is nothing like knowing the abilities, skills and actions of another first responder prior to a major incident unfolding. You’ll know exactly what the other responders are doing and what their needs are; and you’ll be able to act more confidently because the confusion of the moment will be lessened. The only way that this is going to take place properly is not on the battlefield, so to speak, but in peace time conditions where we can talk about problems and train together.

Start regular meetings with all the first responders at the supervisory levels. Start with the Law Enforcement Watch Commanders and first responders of all the local law enforcement agencies that could respond to a major incident. I know of first responders who have never met their counterparts in the other law enforcement agencies right next-door. This would include agencies such as: highway patrol, school police, sheriff’s deputies and nearby city police forces.
After we’ve discussed the critical incident response plan, and all of these Supervisors and field officers understand how the plan works so that we can truly have a unified mutual aid force, we then begin to hold similar meetings with the other key players. We would invite such people as the Fire Department Battalion Chiefs, and the local ambulance crews and supervisory staff at the local trauma center.

We would need to discuss problems, talk about resources, understand communications issues such as radio frequencies and cell phones, and really learn what each group is trying to accomplish at the event. - before we all arrive at a critical incident scene.

After we locate all the players who will be on scene in the first critical hour, we can then start our next team building project. After the meetings to identify each other’s needs and concerns, then we would work into a few short tabletop exercises built around some possible local targets or past critical incidents. These exercises make great ice-breakers, and help to identify operational problems early on – when no lives are at stake.

The personal and professional relationships we build at these early stages will help to cement our cooperative efforts during the real event. The knowledge of the various jobs and agencies gained by including all of the principle players will streamline our response in a time when seconds count. 

CLEAR SPEECH

Clear communications and standardization of terminology is an important issue. The time wasted trying to figure out an acronym can hurt our operations in an emergency. We in California learned these lessons the hard way in the Oakland Berkeley Hills Fire. The lack of communication with each agency using its own particular terms, led to lost time and a lack of coordination between emergency responders. It is important to understand that once the incident expands beyond your own agency, we must begin using the principles of clear speech.

Simple terminology that is utilized every day by one emergency responder might not be familiar to other agencies. As an example, almost all of six hundred police officers in the City of Sacramento had never heard of the common Fire / Medical term – MCI – that stands for Mass Casualty Incident. When we started our course on managing disaster operations, most believed this term referred to the phone company. We need to make sure these terms are understood by all, and that we need to use clear speech in these events.
In the coordination meetings between the first responders, this is an excellent time to bring up this issue, conduct some practice, and finally put it to rest. Within my own City we have three different sets of radio codes, and over 160 possible radio channels. Considering we’re going to be listening to each other on the radio and scanners, there is little room for miscommunication and error when a critical incident has occurred.

In addition to clear speech we also need to be very specific when requesting various items. Simply asking for a generator is not sufficient. We need to specifically tell people whether we need a small Honda generator capable of powering a television set, or a 400 kW monster that can power a hospital. We cannot say, “I need gas”. Are we asking for unleaded gas in five gallon cans, a tanker truck full of diesel fuel for larger vehicles, or CS tear gas in canisters?
In all real events and drills, problems with communications are always the number one most criticized issue. In time of crisis we cannot tolerate any kind of confusion, and simple tabletop exercises and meetings before the event will help professionalize our response.

Most important of all – we need to learn restraint on the radio.  The utilization of clear speech and the subsequent explaining in specific terms what you need is going to require more airtime for the speaker.  We need to practice restraint in all of our training and drills so that we do not waste the critical commodity of air time.
CRISIS MEDIA RELATIONS

Normally, most public or private agencies have a press or public information Officer -- PIO.  This person usually has a fairly small staff (if any) and is in charge of all of the media releases and press contacts conducted by the department.  Sometimes this person is augmented by a designated relief person, but this main PIO for the most part handles all daily public information issues.

The system works very well for almost all of our contacts with the media.  However it becomes totally inadequate to handle what I like to refer to as – Crisis Media Relations. When a crisis or major event has occurred in your agency or company, all the rules of normal contact with the press seem to change; and we need to go to a configuration that can handle these problems.

In this new 24-hour crisis time of hurried communication, the normal person handling public information during a major incident can drown very quickly in a sea of media problems.  When a crisis occurs in your agency, you need to go into a specific expanded format to handle these media problems.  In time of crisis, the format for media relations must change to handle the following three problems:

Press briefings times 100

VIP Tours

Manning an Information Room

Press briefings times 100 – the media is now a 24 hour operation.  During a crisis the entire world, state, or community could be focusing on your jurisdiction.  You must therefore be prepared to conduct “100 times” more press briefings and releases then during a normal day.  In order to handle this problem you must have an increased number of people who are comfortable in front of the camera and who can represent your department in a professional manner.

If you do not have a significant number of people who can assist with the PIO function, the single individual who normally handles this job will drown very quickly under a flood of media inquiries.  The more people that you train to handle media information the better off you’re going to be when a large event strikes your department.  We’ll discuss how to do this in just a moment.

VIP Tours – in a major event your department is going to be flooded with significant amounts of VIPs.  All of these personnel are going to want to see the disaster area and to be outside talking with the people affected by your event.  It is a fact of life that there is a significant connection between VIPs and the presence of the media.  

Regardless of the reason why these VIP’s show up, you have a significant obligation to accommodate them.  These people control your budgets, and have a significant impact on your department.  They can often times be a significant help utilizing their political clout to cut through red tape that is slowing up relief to your agency during a significant event.

It is important to understand that the Incident Commander cannot show around these people.  The Incident Commander will be far too busy managing the recovery and the emergency problems that can come up. A distraction of this nature on a repetitious basis for the Incident Commander could actually delay emergency response in your agency. The job of handling this problem will fall to the PIO.

You therefore need to acquire a fairly large group of department personnel who are capable of conducting tours of the affected areas for these critical VIPs.  The staff that you choose to fulfill the role of “tour guide” can have a critical impact on how your department is viewed.  Again, we’ll discuss how we acquire these people to assist the PIO in just a minute.

Manning the Information Room – each agency or department has some kind of a communications center, or central exchange that receives incoming phone calls.  During a crisis this communications center will literally drown under the weight of inquiries by phone.  All of the relatives of the people affected by the incident, along with your own off-duty personnel and a host of other people associated with your agency will be trying to get information from this central point in your department.

All of these various people are going to want to be able to talk to someone within your agency. Whatever their concerns or questions or they're going to believe that their question is the most important one, and they're going to want to talk to a person not voicemail. Under the weight of this huge number of inquiries, your department communications center could totally shut down and becoming ineffective.

In order to stop this problem, you need to have a designated information room within your department.  This room would have a central phone number that would have “ring down” capability.  In other words, by calling one specific number the same number could potentially be answered by 10 separate people in a designated room.  By having this capability, you will be able to free up your communications center so that they can return to some kind of normal activity.

When your communications center receives an inquiry related to the crisis, they’ll be able to refer that person to the central number of the information room.  They can say “Yes, please call 264-8000, and people of that location will be able to help you with your inquiry”.  By giving your communications center this capability, you will return to a normal activity as quickly as possible. You’ll also provide better service to the people who are asking legitimate questions regarding your operations and the people that they’re concerned about.

NOTE: One of those great tricks we picked up was the fact that there is a readily available giant phone bank room in every county.  Your County Board of Elections maintains a large room with many telephones and they only use it on Election Day.  Please seek these people out and developed some form of memorandum of understanding that includes their permission to use this facility in a time of crisis. If this is not feasible you need to obtain this kind of capability within your own facility.
Staff training – Your next job therefore is to come up with three separate groups of people.  A group who can do stand up press releases, a group who can conduct tours for VIPs, and a group of people who can man an information room handling all of the problems people may have over the phone.  

This is no small task, to come up with this large number of people who are confident and capable of dealing with the public and the media.  In our agency we found out that the best way to come up with a group of people capable of fulfilling these tasks was to actually train all the patrol officers and some of the civilian staff how to do Crisis Media Relations.

We taught a four-hour Crisis Media Relations class to everyone within my agency.  Then, when we needed to have someone conduct a tour or conduct a stand up for the press, we found we had a fairly well trained and confident cadre to draw from.  In order to obtain this group of people you need to give them hard practical experience in conjunction with the class.  In order to do that, there is no substitute for actual contact with the real people of the media.

We gave our people a solid class, and then at every opportunity, we took people from the ranks and had them handle press contacts and tours during our day-to-day operations.  This gave us a large group of people who were familiar and capable of handling all three of these significant changes to our daily media routine.  We have utilized these people on an almost daily basis, and it has helped us immeasurably to cope with the problems of Crisis Media Relations.

We also learned a valuable lesson in that the media does not want to talk to the normal press spokesperson during a crisis event.  They want to talk to the person closest to the event who can give them real-time information regarding what’s happening. This is not the press spokesperson at the main police headquarters. 

In conjunction with this point, we also found out that rank is immaterial to field reporters.  They don't really recognize or care who is giving the press release in the field, their concern is just that it gets done in a timely manner to keep them informed about what is going on.  Field reporters don't care if the person is a Patrol Officer, Sergeant, Lieutenant or Captain -- just that they're close to the event and can give them the "quick and dirty" about what's happening at this incident.

The big step forward was that we had to realize that we needed to relax control over our first responding officers and encourage them to talk to the press on a daily basis. Needless to say, this is a fairly large leap of faith for the executives within our agency. We were given a six-month test period by our executives to see if the first responders could handle the job. After our class and test period or relations with the media improved greatly and we even received praise from the media regarding our helping them to do their job in a timely manner.

By training our entire patrol division and other administrative staff on how to cope with these three major components of crisis media relations, rewriting the general order that clearly allows them to speak with the press, and then encouraging them on a daily basis to talk to the press; we developed a large solid cadre of staff members who were capable of fulfilling the three main roles in Crisis Media Relations. We also found out that talking to the press right away at a critical incident this timely action prevented two serious other problems. 

While waiting for the normal PIO to arrive it would sometimes take an hour or more.  During this time, the media is constantly filming our officers and this has led to some embarrassing moments.  Additionally, during the long wait for the PIO to arrive, several citizens in the area would hold impromptu press conferences and say things that were inaccurate, biased or even inflammatory. Both of these problems were decreased when we had our people on the scene, with all the proper information, talk to the press right away.
We also found a very large tactical benefit to having immediate factual information being put out to the public right away rather than having to wait for the PIO to show up on the scene. We found out that by conducting rapid factual press conferences in a very timely manner we were able to enlist public support and help in conducting our operations. 

In one prominent case, we had a possible child abduction from an elementary school just before school started. Unless you have been through one of these incidents, you just cannot imagine the large amount of media focus and intense emotional pressure on law enforcement during a child abduction event like this. 

At the direction of the Incident Commander, a patrol officer conducted a rapid press briefing within 10 minutes of our first response. Press agencies had actually beat us to the scene, and were creating a storm of confusion and interest in this event.  We were able to get them organized quickly and give them a statement and description of a potential suspect.  Within another 10 minutes after this release, during the morning commuter rush hour, we received the critical tip that allowed us to completely unfound this case.  All of this occurred before our department PIO, who was caught in a morning traffic jam, had even reported to work.

In another event, a call was received to all of the emergency responders about an "explosion at an elementary school". Since all of the media outlets are constantly monitoring scanners, some of them actually interrupted their daily programming to put out, "We have received a report of an explosion at the elementary school -- We have reporters enroute at this time -- and we will keep you fully apprised of what we find out!!"

You can imagine what the public's reaction to this event was. Every parent, uncle, aunt, grandparent, etc. of a child at this school began driving to the school like maniacs thinking that their child had been involved in this event.  When the officers got on scene and realized that this was a very minor event with no one being injured, they utilized the crisis media technique known as the “20-second stand up”. (Please see the lesson plan below.) 

A patrol officer gathered all of the press people together and told them that no one had been injured, the event was very minor in nature and that no parents or relatives should come to the school. The overall message was: " all the children are fine."  This immediately stopped what could have been a very traumatic event for all parents and relatives, and very few of them actually showed up at the school. This also portrayed the emergency responders in a very positive light, showing that they were on scene and rapidly in charge.

In the following pages I have attached the lesson plan we used during our media course.  Please feel free to utilize these same points when you return to your department to help organize for crisis media relations.

The class lasted approximately four hours.  It took us about two hours with breaks to go over all 20 of the points in this lesson plan, and then another two hours to have each person practice a "20 second stand up".  We videotaped each stand up and gave the students the videotape as a souvenir. The key to the class was explaining that they would only have to speak for 20 seconds.  Once they understood the daily format of a local news show, and that their slice would only be 20 seconds, everyone relaxed and as I have said we ended up with a valuable crew of people able to step up and assist our PIO.
THE CARE AND FEEDING OF THE MEDIA MONSTER

OR

JK’s RULE #8:  “IF YOU FEED THE MEDIA MONSTER – IT WILL GO AWAY”
Dealing with the press can be stressful. Cameras and lights surround you. Suddenly you realize what you say is going to be heard and seen by a lot of people. Relax. It's not as bad as it seems. Reporters and their editors are looking for one or two brief quotes. Contrary to popular opinion, they're not looking for the one sound bite that will make you look like an idiot. They will almost always overlook your little missteps.

Remember these are sharp people who feed their kids and pay their mortgages with their ability to come back with some footage. So we want it to be good footage that gives a good image of the Agency. Here are some simple things to keep in mind that will make your dealings with the press more effective and less stressful.

1.  TELL THE TRUTH. If you follow only one suggestion, make it this one. If you bluff and are caught, the damage is irreparable. There is a big difference between making an honest mistake and trying to float a half-truth. 

2.  STICK TO WHAT YOU KNOW. Incorrect information, once out, is hard to get back. There's nothing wrong with admitting you don't know the answer to a question. You should, however, tell the reporter where to find the answer or attempt to find out the answer.

3.  JUST BECAUSE THEY ASK... DOESN'T MEAN YOU HAVE TO ANSWER. Some kinds of information can't be released. It's very helpful, though, to explain why you can't answer a question. "That would be speculating on my part" or "That could be an important part of our investigation strategy", go a long way to letting reporters know you're not just stonewalling.

4.  NONVERBAL COMMUNICATION IS IMPORTANT. Shifty eyes or looking off camera every time a tough question is asked can make you look less than truthful. Look at the reporter, not the camera.

5.  KEEP IT SHORT. Reporters are writing a news story, not a book. They can't use long-winded or technical explanations. If you're concise, they'll get it the first time and leave you alone to do the rest of your job.

6.  FORGET THE JARGON. We sometimes speak in a language particular to only our area of expertise. Often, though, it reinforces the idea that you aren't "regular people." Instead of "We're attempting to develop investigative parameters that will help us arrest the perpetrator", try "We're trying to find the person that broke into the Jiffy-Lube".

7.  DON'T BE DRAWN INTO AN ARGUMENT. Take the high road. If the reporter is rude and you maintain a calm, professional demeanor, you'll come out the winner.

PIO Continued:

8.  DON'T ACCEPT AN UNFAIR CHARACTERIZATION.  Just like in any situation -- don't let someone color your remarks. "So you're saying this rapist will strike again?" "No, that's not what I said. I said we're trying everything we can to get this guy into custody".

9.  IF THERE'S A CAMERA AROUND, IT'S ON. The same goes for microphones. Take a cue from President Reagan. Getting funny or careless with recording equipment will lead to trouble. Assume it's rolling at all times.

10. "OFF THE RECORD" MEANS NOTHING. This is one of the most commonly misunderstood aspects of journalism. Everybody has a different definition of OTR and not one of them will hold up in court or when the chips are down. If you don't want to read it in the next day's paper, don't say it. It's that simple.

11.  DON'T SAY "NO COMMENT." There are times when you can't answer a question or address a difficult issue. This phrase, though, makes you sound like you have something to hide. Instead, try something like, "I can't comment on that because it's privileged by law/etc."

12.  BE CAREFUL WITH SPECULATION.  In general, it's best to stick with the Jack Webb approach: “Just the facts, Ma'am”  If you do engage in a bit of guessing, be very clear that it is just that.

13.  AVOID OFFERING A PERSONAL OPINION. There is a big difference between a personal opinion and a professional one. If you do offer your opinion, "I guess kids just aren't scared of the system these days," be sure you label it as such. Otherwise it'll come out as department policy with plenty of confusion attached. 

14.  YOU'RE NOT A NETWORK CENSOR. Blocking the camera's view of a crying victim may feel right at the time, but it's a mistake. They're there to look and see. Most editors won't use the grisly stuff anyway, but they will hand out pink slips for reporters and cameramen who come back with poor footage. Do your job and let them do their’s.

15.  AVOID HORSEPLAY OR ANY SEMBLANCE THEREOF. We all know a sense of humor is a key to survival in our job. The viewers of the evening news, however, won't understand this if they see you laughing it up as you stand there at a serious event.

16.  TREAT ALL REPORTERS IN THE SAME WAY. Playing favorites will come back to haunt you. Giving some better access than others, regardless of your personal feelings for the individuals involved, is unprofessional and wrong.

17.  NOTHING FUELS THE FRENZY LIKE A LACK OF INFORMATION.

This is a lock. The less the press knows, more excited they get. If you want them to pepper you with questions and make you miserable, tell them nothing. If you want them to go away and let you do the rest of your job, tell them something they can use.

PIO Continued:

18. REMEMBER THE 20 SECOND RULE. 

The most in-depth TV news story will last about 2-3 minutes. Of that, your allotted time as the official press spokesperson will last only about 20 seconds. Prepare your statement to that time frame, and then keep your answers to the follow-up questions brief and to the point.

When you do your 20-second standup:


a. Introduce yourself by name and job title first, and make sure everyone’s equipment is ready before you start.


b. Don’t let them face you into the sun, it will contort your face and make you squint. Move a little to the left or right.


c. Don’t look into a camera lens, your eyes cannot focus and will wander. Pick one face out of the crowd of reporters and tell your story directly to that face.

19. NOTHING GETS THING ORGANIZED LIKE A SCHEDULE. 
News organizations run by the clock. Be familiar with their deadlines and try to accommodate them.


If the story is so big as to be covered by many different news organizations, telling everyone a set time and place for a briefing will have them together so you do not have to go through a dozen of the same interviews - ie: “Hey everybody, I’ll be over on that street corner in 3 minutes to do a press release”.


They need an hour or more to edit the tape and write the story. The faster you give them the official press spokesperson side, the faster they will leave the area to get back to the office to write and edit their story. Remember, IF YOU FEED THE MONSTER, IT WILL GO AWAY.

20. FINALLY, RELAX. Many times, dealing with the press is about as stressful or combative as you make it. A smile or explanation will work wonders. Put them at ease and they'll be less agitated and/or difficult.

EVACUATION  VS.  EMERGENCY EVACUATION  VS.  RESCUE

Over a period of time the definitions of a Rescue and Evacuations have blurred together.  It is important here to emphasize again the difference between them.  

Evacuation (POLICE) -- The orderly movement of people from a specific area or building with sufficient enough time to re-search the evacuation area and check for stragglers. Some examples would be: A significant storm is coming and coastal areas need to be evacuated -- River levels in your area have risen and there is the potential that a levee could be overtopped within the next few days so evacuation is declared for a specific area – A dignitary visit is expected in the next few days, and the auditorium for the event is evacuated, searched and secured. 

Emergency Evacuation (POLICE & FIRE) -- A significant event has occurred within the area or building, and people- who could be potentially injured or who are in harm's way- need to move to a safer area immediately. Some examples would be: A small fire is discovered on the 15th floor of a high-rise office building and people in the floors above and below the fire need to be relocated rapidly -- An odor of unknown origin has made some people in the building sick and the rest of the building is evacuated as a precaution -- A nearby chemical plant has developed a significant malfunction in an area that handles hazardous materials and the fire department orders the emergency evacuation of the downwind housing area as a precaution.

Rescue (FIRE) -- A catastrophic event has occurred and the affected people need to seek shelter or survive as best as they can until rescue forces arrive.  Some examples would be: A tanker truck with hazardous materials has overturned on a freeway and a lethal gas cloud is now approaching the nearby residential neighborhood – A river levee has had a catastrophic failure and floodwaters are now rushing into a residential community -- A major explosion of unknown origin has occurred at a high-rise office building -- An earthquake has struck and there is significant damage throughout the entire area.

These are all significant RESCUE events, and law enforcement should not be directly involved. There are three things you need to be considered capable or skilled in any given area: Continuous Training, Equipment and Real Life Experience – law enforcement officers have none of these factors with regards to a Rescue issue, and direct involvement should be left up to the skilled experts in the Fire Department. 
The Risk v. Benefit Analysis

Each Officer has to conduct a Risk v. Benefit analysis before proceeding into a danger situation such as an Emergency Evacuation or Rescue. Is the Risk to my person – worth the Benefit I will receive?

By entering into this terribly hazardous environment we can actually be creating more of a problem for our fellow officers. If an officer enters and is now missing inside a building collapse, say like Oklahoma City, we’re going to create a circumstance where even more of us are going to risk our lives to enter the structure and rescue that missing officer.

If you enter a smoke filled building, or a Hazmat scene, or a collapsing structure after a terrorist explosion, and you disappear – what are your fellow officers going to do? I can tell you what would happen in every law enforcement agency in this country. We would all run in after you, to try and get you out of harms way. We would never leave you in a hazardous situation without doing everything we could think of to get you out of there. 

I would never criticize an officer who made a decision to enter one of these events if they can tell me they made a proper Risk v. Benefit Analysis. The single question of this analysis is: “What is the Risk to my personal safety, versus the Benefit I am going to receive?” 

If you're going to enter a flaming building to save a child that you know is trapped inside, the very high risk is balanced by the very high benefit.  If you are attempting to enter a building that is at a 10° lean after an earthquake for the purposes of searching for someone's personal property, the huge amount of risk is in no way balanced by the potential benefit, and you should absolutely stay out of this kind of an environment. 

This concept needs to be openly discussed at role calls and at team meetings on a frequent basis.  The Risk Versus Benefit Analysis is a critical factor in our line of work: and we must always be mindful that our desire to help can lead us into an area where we could become a victim of the incident.
ROLE OF THE FIRE DEPARTMENT

The local fire department can be a critical player in any large-scale police incident.  As an example, just think of the role that they played in Columbine High School. Unfortunately most law enforcement officers today do not have a significant enough education regarding the role of the fire department, how they are organized and how they conduct their daily operations.

During the mid-1970s when I became a police officer, it was not uncommon to spend large amounts of time inside the local fire House.  The local fire House was a meeting place, a place to take a rest break, use the facilities and a place that was out of the elements where you could sit and write reports out of the public view. The men and women that I met in the fire service and emergency medical services when I was a new patrol officer have remained my friends throughout these years.  We all kind of "grew up" in our agencies and some of us have even risen to command level positions.
Today this has all changed. With minimum staffing concepts and staffing shortages, law-enforcement agencies (along with fire and EMS) are running call to call to call; and it seems we barely have enough time to acknowledge each others' presence as we all go on to our next call -- much less alone get really familiar with the other emergency first responders and how they perform their jobs.  In the chaotic environment of response to a critical incident this can be a real problem.
Nobody is going to have the available time to read any kind of emergency response book or manual on the way to the critical incident.  You’re literally going to have to be able to use whatever skills and knowledge you have when you arrive on scene and step out of your car. You're working off of what you know about the other first responders, what you know their concerns are, and what you need to do, so that you can help them to do their job properly at a critical incident. This principle works for all of the fire / police / medical first responders.

The reason for my including this section on the Role of the Fire Department in this manual is as an attempt to bridge this knowledge gap that's been created by our hectic workloads, and to give law enforcement officers a solid background on how these vital fire department first responders are organized to perform their functions at a critical incident.

Here are some general guidelines – you need to check the FD in your area for exact organization and rank structure.
------
The fire service takes its organizational structure from both the American Revolution and the American Civil War.  The person who is actually regarded as the founding father of the American fire service is Benjamin Franklin, who started the first Fire Department in the City of Philadelphia.  The men of the fire service marched off to fight in these wars; and when they came back, they were already divided up into Companies, Battalions and Divisions and they have maintained that organizational structure ever since. 

The basic unit within the fire department is considered to be a "Company". One fire engine or truck with its crew of four firefighters is considered to be a “Company”. Many of us with a military background consider a Company to be approximately 200 people with rifles.  In the fire service, this is one vehicle with four firefighters. Some fire departments are organized with the three people on a vehicle, but regardless of the number of persons the term "Company" still applies to a single piece of equipment.  So for example: a single fire truck would be designated as Truck Company # 6, or a single engine would be designated as Engine Company #5. 

The team leader of this “Company” is called a Fire Captain. This person is basically the same rank as a police Sergeant, the leader of a small team or group of police officers.
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History plays a big part in the fire service. The universal symbol of rank and authority in the fire service is known as the “Bugle”.  If you look at it closely, it is really a megaphone from the days of the late 1700’s. The leader in the fire service always carried the megaphone and would be yelling commands to the other firefighters, consequently, the person who carried the megaphone was the leader of the group and they have kept this symbol of authority ever since. 
Because of the military background in the fire service the rank of a Fire Captain is similar in design to the two parallel bars of an Army Captain. It consists of two parallel bugles worn on the shirt collar.  Some departments have the rank of Fire Lieutenant (police Corporal). That rank would be symbolized by a single bugle, also worn on the collar, similar to an Army Lieutenant’s bar.

As in the military, the supervisor of many Companies is called a Battalion Commander.  In the fire service, the next rank up would be Battalion Chief and this person is at the rank of a police Lieutenant. 
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Battalion Chiefs are considered to be the start of the management ranks in the fire service. As such, all insignia for managers consists of bugles that have been crossed over each other.  As a rough guide: 2 crossed bugles is the insignia for a Battalion Chief, 3 is a Division Chief, 4 is the Assistant Chief and 5 is the Fire Chief. As an additional way of indicating management officers, all Chiefs (management officers) are usually wearing a white shirt when in uniform, while fire Captain and Firefighters are wearing dark blue or light blue shirts.

The problem with this rank system is that all of these personnel wear full turnout gear when at a fire scene or other critical incident, and this equipment covers up their rank insignia. To overcome this obstacle, the fire service color codes its helmets.
All firefighters will wear yellow or sometimes black helmets, Fire Captains wear red helmets and all the management officers wear white helmets.  Because of the various levels of management officers, they all wear white helmets but change the flashing on the front of their helmet to correspond to their rank of either Battalion Chief, Division Chief, Assistant Chief or Chief of the fire department.

So for Law Enforcement first responders, if the fire service is already on scene you need to seek out the supervisory fire person to get a complete briefing on what has occurred. This will entail hunting down the first red helmet or white helmet you can find.
Also, look around for any green flashing lights or green signs with the initials “CP”.  Green is the universal symbol of the command post authority in the fire service.  Since all of the Battalion Chiefs travel in single vehicles, and several of them can arrive to help at the same scene, they have flashing green lights on the roof of their vehicles or green flags to designate which one will be the command post.
------

In any discussion regarding the fire department and the emergency medical services, you must first understand that these first responders have divided up their primary duties by the specific pieces of equipment that they drive.

The fire department will be in command of any -- FIRE, RESCUE, MEDICAL event. To deal with these three critical tasks they have broken down their organization into specific pieces of equipment corresponding to these three areas:

DUTIES OF THE FIRE ENGINE : FIRE SUPPRESSION AND MITIGATION

Upon arriving at the scene the engines functioned is to put out the fire utilizing water or foam or whatever means possible. Once the fire has been suppressed, their next role is that of mitigation.  They will remain on scene still hooked up to a fire hydrant with hoses charged and full of water.  Their purpose in the mitigation role is to be instantly available in case a fire flares up.

As a general rule, as long as a fire has a fuel source and oxygen, it will double in size every minute that it burns. Even the best engine crew can take three to four minutes to hook up to a hydrant, charge the pumping system, run hoses to the fire and then charge the hoses with water. This makes the engine’s mitigation role even more critical.

Engine companies will usually follow the “50 percent rule”.  If 50 percent or more of the structure is on fire, they will usually remain outside and put water on the fire without going in the building.  If 50 percent or less of the structure is on fire, they will usually attempt entry and fight the fire directly inside the building.

DUTIES OF THE FIRE TRUCK: RESCUE AND SALVAGE

Everyone who rides on a fire truck has to be a rescue specialist.  Their main job is the rescue of human life. Upon arrival at the scene they will either physically go inside check out the building and remove the occupants, or they will erect ladders on the outside for the purpose of taking the people out through windows.

They have to be exceptionally skilled at using all of the complicated tools necessary to free people from a trapped environment.  Once they are satisfied that no people are in jeopardy, they proceed to their secondary role, trying to “salvage” people’s property.  Once “rescue” is concluded, you’ll actually see them carrying people’s furniture or office supplies out of the structure in order to save people’s property.  They actually have large canvas tarps, called “salvage covers” that they will bring into a building and put over equipment and furniture in order to minimize smoke and water damage.

DUTIES OF THE AMBULANCE: EMERGENCY MEDICAL SERVICE

All firefighters are usually trained to the level of an Emergency Medical Technician –EMT.  The personnel who ride in an ambulance whether it is owned by a fire department or a private provider are usually trained to the level of a Paramedic. The EMT is an advanced medical specialist, but the Paramedic riding on an ambulance has even more advanced medical training.

The Paramedic is capable of practicing what is called “invasive procedures” or the ability to actually insert various lifesaving medical devices into a person. They have the capability and skills to insert chest tubes, give various injections and intubate people who have stopped breathing. They are the primary providers of emergency medical services at a critical incident; and they are the Triage Director upon their arrival at a mass casualty incident.
Regardless of whether your area has private ambulance services, or the local medical service is provided by the fire department-- in a large-scale medical emergency, all ambulances come together under the command of the fire department.

------

The men and women of the fire services and emergency medical services have very unique roles in the first response to a critical incident.  They train extensively to handle a wide variety of critical incidents and to provide the finest service possible during these often chaotic and life-threatening events.

The more that we drill and train together, the more we will really come to know what are each other’s priorities, and how we can best help each other during our response. 

I am a firm believer in the fact that it is more what we know about each other and how each other operates, that will help us pull through and coordinate during a critical incident.  Nobody is going to be reading a book or a manual during our response to one of these events, it’s more what we know about each other and what we have practiced, that is going to provide the critical swift and efficient service to the people in need.

FD SUMMARY PAGE

DUTIES OF THE FIRE ENGINE : FIRE SUPPRESSION AND MITIGATION
DUTIES OF THE FIRE TRUCK: RESCUE AND SALVAGE

DUTIES OF THE AMBULANCE: EMERGENCY MEDICAL SERVICE

EACH VEHICLE IS A “COMPANY” AND HAS A 4 PERSON VEHICLE CREW- 

DRIVER / Apparatus Operator -- 2 FIRE FIGHTERS – and FIRE CAPTAIN in Command.
WITH EACH VEHICLE / CREW BEING DEFINED AS A:  COMPANY

--- ONE FIRE ENGINE WOULD BE “ENGINE COMPANY No 6”

WHEN GROUPED TOGETHER THESE COMPANIES FORM A FIRE BATTALION.

IN THE FIELD MANY DIFFERENT VEHICLES COULD BE A “TASK FORCE”

ALL FIRE FIGHTERS ARE EMT’s AND AMBULANCE CREWS ARE ALL PARAMEDICS – WHO CAN PRACTICE “INVASIVE PROCEDURES”, SUCH AS ADMINISTERING AN IV.

RANK STRUCTURE:


FD


PD


FIRE FIGHTER
POLICE OFFICER


CAPTAIN
SERGEANT


BATTALION CHIEF
LIEUTENANT


DIVISION CHIEF
CAPTAIN


ASSISTANT CHIEF
DEPUTY CHIEF


CHIEF
CHIEF

RANK IS DELINIATED BY COLLAR BRASS IN THE SHAPE OF BUGLES- THE HISTORICAL SIGN OF AUTHORITY FROM THE LATE 1700’s, AND COLOR OF UNIFORM SHIRTS – BLUE FOR LINE OFFICERS, WHITE FOR MANAGERS.


TWO PARALLEL BUGLES – CAPTAIN


TWO CROSSED BUGLES – BATTALION CHIEF


THREE CROSSED BUGLES – DIVISION CHIEF


FOUR CROSSED BUGLES – ASSISTANT CHIEF


FIVE CROSSED BUGLES – CHIEF

WHEN WEARING TURNOUT GEAR, RANK IS DELINIATED BY COLOR OF HEADGEAR


FIRE FIGHTER – YELLOW OR BLACK


CAPTAIN – RED


ALL MANAGERS – WHITE (WITH RANK ON HELMET TAB)

ATTACK OF A STRUCTURE IS BASED ON THE 50% RULE. 
LEADING KILLER OF FIRE FIGHTERS – TRAFFIC ACCIDENTS

A FIRE WILL DOUBLE IN SIZE FOR EACH MINUTE IT BURNS

THE CRITICAL INCIDENT RESPONSE PLAN

As we have discussed we are at a significant disadvantages in our response to a wide variety critical incidents and we need a plan to get us organized and moving forward. The Critical Incident Response Plan will encompass four major areas: in priority order they are:


1. Locate -- Isolate -- Evacuate

2. The Mass Casualty Incident Protocol for Law Enforcement


3. The Emergency Checklist


4. The Incident Command System 
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LOCATE -  ISOLATE – EVACUATE

We have to understand that during any critical incident such as an explosion, natural disaster, large scale shooting incident, or a barricaded gunman incident, there are going to be many different things going on simultaneously. The initial calls from citizens are going to be extremely emotional, contain fragmented information and they are going to need to be verified by our first emergency responders on the scene.

In law enforcement the large percentage of our major incidents revolve around barricaded gunman, explosions, shootings or hostage takings. The first part of our response plan to be conducted by the first arriving officers is: Locate – Isolate – Evacuate.

The first responding officer(s) job is to alert us and fix the exact Location of the problem. Isolate that location so that the bad guy(s) cannot get mobile and cause more injury. Then, begin Evacuation of the two primary groups affected -- persons that have been wounded, and persons who are in the line of fire.

The critical nature of: Locate - Isolate - Evacuate, is that these steps must be followed in this priority order. If we begin to evacuate people who may be wounded or in the line of fire before we have located the suspect and isolated him, we allow ourselves to become targets, and the suspect to move about possibly harming more people. 

If the suspect is free to move around the area while we get bogged down evacuating or treating the wounded - he is free to escape or continue to harm the officers and innocent civilians in the area. Once we have the situation effectively Located, and the movement of the suspect Isolated, we can begin to safely Evacuate without making ourselves part of the problem.

The specific mission of locating and isolating the suspects if there was still an active shooter incident in progress would fall to a four-officer Locate/Isolate team. Please see the TACTICAL CONSIDERATIONS area at the end of this general section.

LOCATE – 

At the onset of a major incident there is incredible amount of confusion. Numerous calls are coming into the communications center from civilians describing pieces of the incident, and officers arriving are contributing valuable intelligence about what is happening. It is imperative that we first find the exact location of the incident in question. These incidents have a tendency to become highly fluid, increasing the area affected. We cannot afford to have officers directed to the wrong location; or wandering around the area unaccounted for, searching for the event. It is the duty of the first responding officer(s) to fix the accurate location of the incident as best as possible, and to direct other officers to the scene. An apt job description would be “Pathfinder”, the first person on scene who directs the rest of us to the proper location.
In the event the incident takes place in a large building or complex, the first responding officer(s) must locate a representative from the facility and use this person as a guide. Most large facilities have their own internal building management staff or security personnel. It is imperative that the first arriving officers get hold of one of these individuals and guide the rest of us into the scene. We often have calls that came in saying that the incident was at a location known only to ‘insiders’- the people who live or work at the location.

In one example in Sacramento, a gunman walked into a large computer assembly plant. The plant has over two thousand employees scattered in about 150 buildings. The gunman went to a specific large building with over 200 workers in an open area assembling computers and began firing at his co-workers. When the first call came in from the security personnel they kept yelling at the dispatcher that the gunman was in “Building 1- Bay 1". This meant nothing to the dispatcher and the responding officers. All the heroic efforts on the dispatcher’s part couldn’t get the security officer to calm down and give directions that were “police” appropriate. 

We tell the first officer arriving at a large complex such as a school or office building, that if they do not personally know the ground, they should try to locate a “guide”.  The purpose of the guide is to direct the officer to the appropriate scene. The first arriving officer in this incident was able to grab one of the security officers who had an internal company radio. He then took the security officer in the patrol car as a “guide” to the exact location where the suspect was still firing.

Once the officer arrived at the proper location he was able to tell the rest of us that the building was located in the North/Eastern end of the complex and to access the complex from a specific city roadway. Thus providing the critical “Cop simple” directions that were necessary to have all of the responding officers go to the right scene. In the event you encounter a similar circumstance, you need to remember to grab that local/ knowledgeable person and keep them with the first responding officer(s) until our Locate task has been accomplished.

ISOLATE –

It is imperative that we next Isolate the suspect. This falls into two major categories: the inner and outer perimeters. By Isolating the suspect(s) we lock them down so that they are unable to flee the area. With two perimeters – if they get through the inner, we stand a good chance of picking them up in our ‘safety-net’ outer perimeter.

We also prevent a shooter from moving around and obtaining more potential victims, including the first responding police officers, EMS staff and firefighters. By doing this we've established a fixed location for our suspect, allowing us to safely send in medical resources to treat any injured persons in the area.

In a major event with many casualties, these perimeters have added responsibilities under the MCI Protocol that we’ll discuss more fully later on. But for now, the inner perimeter locks down the suspect and doubles as a Crowd Control device to keep the bystanders from getting in the way of the emergency personnel. The outer perimeter is used as a Traffic Control device to allow access only to proper emergency vehicles.

EVACUATE – 

At this stage our two priorities in order are to:

1) evacuate anyone who may have been wounded, and

2) evacuate anyone who is in a potential line-of-fire. 

Wounded: 

In order to evacuate wounded people we may have to trespass into a potential danger zone. Each agency has to evaluate their ability to conduct these operations. Are ballistic shields available to protect officers and civilians? What is our first aid capability? Do we have extra vests and helmets for EMS and firefighters in case we have to take a medical team into the area? Have we contracted for services with the local armored car company, or practiced squad car rescues of injured persons?

Almost all Fire / Medical policies are for the first responding medical personnel to stage outside the area until Law Enforcement says the area is stable, and they can enter safely. Here is a critical point that needs to be taken care of in that preparation and training stage, before the reality presents itself. 

If Fire / Medical won’t come into an unstable area to treat and evacuate the wounded, can the officers be taught how to get the wounded out of the area in police cars. How about moving injured to a triage point using backboards, along with the proper C-spine and other medical precautions? 

What about police officers escorting Fire / Medical staff into the “Warm Zone” after putting vests and helmets on them? The Fire / Medical staff will stage outside the area and establish a Triage location unless law enforcement can verify that the suspect is in custody.  However, what if we have the suspect locked down to a specific floor in a high-rise building or a classroom area in a school, and we have people injured and wounded in other areas of the building or school?  What training and procedures have we done on this type of “Warm Zone” entry to work with the fire department and medical personnel and evacuate these wounded people with proper medical care? 

We’re currently reviewing a policy on “Warm Zone Entry”.  Once we have successfully Located and Isolated the suspect, law enforcement would escort Fire/ Medical personnel into the area to evacuate casualties.  The suspect would not be in custody, so the Fire / Medical personnel would actually be entering a “Warm Zone”. Their entry into the area would have them wearing helmets and vests, and being escorted by police officers with ballistic shields. Again, this is something that is radically different from the normal response for our Fire/ Medical personnel, and is something we need to plan and train on prior to the incident.

Have we practiced this type of operation / rescue, with medical personnel and have they agreed to it? Or, are we going to use law enforcement personnel only and bring the wounded to triage? Have we established access to some kind of vehicle that can be used for a medical evacuation under fire, like an armored car? These questions need to be asked, answered, and trained for, prior to the incident. Not made up as the incident unfolds in the street. 
With over 80% of terrorist events perpetrated through the use of explosives, we also need to confront the issue of evacuating the wounded from collapsed or demolished buildings. 

As Law Enforcement Officers, we are not equipped or trained for evacuation operations inside a collapsed building. Our skills and equipment in this area are very limited and almost non-existent. In any area where serious danger still exists, say from a building collapse, this is actually a Fire Department / Rescue event. We should stay clear and let the persons with the expertise in this field, namely the firefighters, handle it.

Each Officer has to conduct a Risk v. Benefit analysis before proceeding into a danger situation. Is the Risk to my person – worth the Benefit I will receive?

By entering into a more hazardous environment we can actually be creating more of a problem for our fellow officers. If an officer enters and is now missing inside a building collapse, say like Oklahoma City, we’re going to create a circumstance where even more of us are going to risk our lives to enter the structure and rescue that missing officer.

If you enter a smoke filled building, or a Hazmat scene, or a collapsed structure, and you disappear – what are your fellow officers going to do? I can tell you what would happen in every law enforcement agency in this country. We would all run in after you, to try and get you out of harms way. We would never leave you in a hazardous situation without doing everything we could think of, to get you out of there. 

I would never criticize an officer who made a decision to enter one of these structures if they had made a proper Risk v. Benefit analysis, knew of the above factors, and still decided that their help was necessary to save lives. But we must always be mindful that our desire to help can lead us into an area where we also could become a victim of the incident.

Line-of Fire:

The line-of-fire evacuations have to be conducted with respect to the threat that is faced. A gunman in a high rise office building armed with a .22 cal pistol is a threat that will produce a different evacuation than a gunman in the same building armed with a hunting rifle with a scope. In a gunman incident, a decision has to be made almost immediately how large an area has been affected – or will be affected - and a commensurate evacuation has to be undertaken.

Once the weapon has been determined, the evacuation should commence from the area closest to the threat outwards to the area of least threat – from area of greatest danger to area of least danger. If the weapon has influenced a great area, such as a large explosion, we will need to call out as many officers as possible to deal with the line-of-fire issues due to the potential for a secondary explosion. In the event of some WMD threat, such as a biological weapon, the area considered to be in danger could be even larger. 

It is always better to have too many officers at the scene, and have to send some of them home, than to get caught behind the power curve and be struggling for help during the entire incident. Law Enforcement resources take time to gear up and arrive on scene, especially mutual aid from other departments. Considering the large area that could be affected for a line-of-fire evacuation in a critical incident, we need to get organized as quickly as possible and call for resources as fast as we can. 

We really need to think big. The possible evidence from an explosion can travel hundreds of yards from the scene. Additionally, secondary devices or suspects intending a second act could be in the area. The larger our evacuation area, the better our chances of not losing evidence and protecting the innocent people who could be hurt. We can always reduce the area later. 

With the recent problems of having secondary devices found at blast scenes in Georgia, we could lose emergency responders or vehicles that park too close to the scene. Recent thinking out of these incidents has lead to the policy that after an explosion has occurred, Triage and other casualty collection points should be well out of the potential area for being harmed by a secondary device. This philosophy has been represented as a 1,000 foot safety area (3 football fields); both horizontally and vertically, around the blast site to protect our first responders from secondary explosion.

If your officers encounter this kind of situation, they need to practice the same philosophy that medics do when they encounter casualties in a car on fire. The do not waste time taking blood pressure and checking pulse as the car is burning. They practice “Load and Go”, immediately moving the victim away from the car fire and to a safe place for medical treatment. After a primary explosion we need to move all wounded and bystanders at least a 1000 ft away; then let the qualified bomb squad personnel check the area for a secondary device. This concept needs to be trained and practiced for in our Line of Fire discussions, regarding explosions.

Incident Command During  the Locate-Isolate-Evacuate Stage.

One of the key areas of concern that occurs during the L-I-E function is that of Incident Command. 

We need to impress upon our first responders this key point:

Until an officer of higher rank or authority arrives on the scene, the first arriving officer is the “de facto Incident Commander”. This officer will take Command, direct other officers, call for the resources necessary in this event and most important of all – put this four step critical incident response plan into effect.

While this is very easy to say, it is often times much harder to do.  In the case of an active shooter for instance, we have a situation where an immediate rapid intervention needs to take place, and we may not have sufficient enough officers on scene. In smaller departments especially, we may only have one, two or three officers on scene initially.

Do we leave one of them outside as an Incident Commander or does that officer join with the team penetrating the facility to Locate / Isolate the active shooter? The question becomes: Does the Incident Commander join with the Locate Isolate team and go in?  -- or, does he / she stay outside, directing the event, and send in a smaller number of officers to deal with the active shooter?
The best way to really come to grips with this issue is to consider it as a time problem. Rather than make a hard and fast rule, such as the initial Incident Commander will always stay outside, we need to examine the time problem of how soon will other officers arrive on scene.
Active shooter events have shown themselves to be quick and dirty.  Within a very short amount of time, say 5 to 20 minutes, they are over. The first responding officer / Incident Commander needs to make a judgment as to how long it’s going to be before other units arrive and they are able to send a minimum team into the facility.
If the time frame of response is too long, that initial officer should join with the Locate Isolate team for the added staffing necessary to perform this function. If sufficient officers are on scene immediately, or will be within a few minutes, the initial responding officer should remain outside and maintain command and control until properly relieved. 
This is not an easy decision.  The best case scenario is to send in a four-officer team in these active shooter events; and to send in a lesser number seems to invite criticism. Because of staffing shortages and the distances we have to travel, the ideal scenario may not be present.  We must therefore consider some of the alternative practices.
Locate – Isolate – Evacuate          Tactical Considerations

I would like to try and detail a few potential scenarios in order to demonstrate how the Locate – Isolate - Evacuate functions would occur in a practical situation.

Situation #1

A 30-year-old male individual with a rifle begins shooting from his house out into the street.  Officers are called, and upon arriving on the scene several shots are fired the officers. The officers obtain a very good look at the suspect and are able to describe not only his clothing but the weapon he is carrying. One of the officers knows this individual from a prior call, and knows that he lives inside the house alone.

The first responding officer assumes command and confirms the location of the suspect.  Once this officer has identified the specific house, he then directs the other officers into the area so that the gunmen can be isolated.  The officer in charge positions the other responding officers so that the house is covered, and the suspect cannot escape without encountering an officer. As sufficient manpower becomes available, multiple officers are placed in these isolation positions.

Once this is accomplished and the suspect is sufficiently isolated, the Incident Commander now begins the evacuation of the neighborhood.  The next group of responding Officers are sent to the various houses near the suspect location, to locate residents and escort them out of the area.

The first responding supervisor will assume Incident Command from our first responding officer. SWAT resources are called for, and begin arriving on the scene.  The first arriving SWAT Officer becomes the Scout.  This Scout  moves forward and assess the positions of the inner perimeter / isolation team around the house. A radio broadcast is made to all personnel that the Scout will be moving forward to assess the inner perimeter so as not to create a potential gunfire situation.

Once the Scout has completed the survey he returns to the command post area.  At this location the full SWAT team will assemble and the Scout will present the diagram of the house area and the team will decide where to place its various members and weaponry.  When SWAT is fully ready, another radio broadcast is made and the SWAT team will move forward replacing the inner perimeter / isolation team.  Once SWAT personnel have replaced these inner perimeter patrol officers, they return to the command post for debriefing and further assignment in the operation.

Situation #2

Numerous calls are received regarding shots fired at a local high school.  The initial information is that two gunman have entered the school grounds and are roaming the hallways shooting faculty and students. The first officer arrives on scene, assumes incident command, and reports many students running out of the school area and into the surrounding neighborhood.  This officer also reports seeing wounded students on the grounds and hearing gunshots coming from the interior area of the school, near the cafeteria.

Many officers from allied jurisdictions are responding code 3 to the scene.  The first arriving officer / Incident Commander has sufficient officers on scene and immediately puts together a four-officer Locate / Isolate team. As soon as the team is properly equipped, it enters the school grounds to Locate and Isolate the gunmen.

The other officers that are immediately available are sent to form an outer perimeter team.  The Incident Commander then establishes a staging area three blocks away in a supermarket parking lot to lessen the confusion around the school.  All other officers responding are told to go to the staging area.  A second officer assumes the role of staging area manager.

The Incident Commander at the school calls the staging area manager and requests a second four officer Locate / Isolate team.  The staging area manager assigns four officers to move forward and meet with the incident Commander at the school. Approximately five minutes after entering the school, the second team locates the two gunmen in the library with approximately 10 hostages.

The team leader at the library requests six more officers to reinforce his team in order to make a tight inner perimeter. The Incident Commander at the school has the first Locate / Isolate team respond to the library and then obtains two more officers from the staging area manager.  These officers all meet with the team leader at the library and a complete inner perimeter is established around the library building. 

The first responding officer / Incident Commander is now joined by the district patrol supervisor (Sgt. / Lt.) who is given an immediate briefing as to the status of the incident. The patrol supervisor now assumes incident command and has dispatch advise all officers that the Incident Commander has changed. 

The Incident Commander then requests a total of 5 three-officer teams to move forward from the staging area and help with the collection of wounded students. The supervisor/Incident Commander, working with the Fire Department Battalion Chief, determines a triage area and all of the casualties are moved to this area. 

The supervisor determines an Intelligence area and has as many of the students as possible brought to this area so that possible Intelligence on the gunmen can be obtained. In addition, officers are assigned to the Triage area to obtain any possible information from the Wounded students.

------
As you can see, both of these situations are dramatically different.  The first situation is of a more static nature. The gunman has been located inside of his residence, and other then the panic caused by the gunshots, the situation is fairly manageable with a medium-size number of officers. Once the inner perimeter has been established around the house, the Locate - Isolate function has been completed, and there is no reason to penetrate the house. 
No wounded persons are present, so the Evacuate function focuses on those persons in Line of Fire, which would be the nearby residents of other houses.

In the second school-shooting scenario, we have a serious active shooter incident.  This kind of a circumstance requires immediate action to preserve life.

The first responding officer put together a four-officer Locate - Isolate team to find the active shooters and to lock them down so that they were not free to create more victims or to escape. Due to the large area of the school, this incident Commander decided to put a second Locate Isolate team into the school. If a second Locate Isolate team is required, two important considerations would be to make sure that you have excellent communications between the teams and maybe restricting the operational geographic area of each team so as not to create a potential friendly fire situation.

An outer perimeter was constructed in order to further enhance the Isolate function. All other responding officers were directed to a nearby staging area in order to lessen the confusion around the scene at the school. As soon as the suspects had been located, and the inner perimeter around them reinforced, evacuation teams were sent in to first extract the wounded and then anyone still in the line of fire. 

These examples differ widely in their potential and scope, but both can be very adequately handled by the first responding officers applying the principles of Locate Isolate and Evacuate.

The Four-Officer Locate / Isolate Team (The Contact Team)

Most of our SWAT personnel are usually assigned to other duties, and take a prolonged period of time to arrive on scene.  If these officers are immediately available, they are of course the best choice for the Locate / Isolate team.  These officers train extensively, and are used to working together as a close knit team.

If however, as first responders we are confronted with an active shooter scenario, we need to understand how to put together a four officer team and conduct this kind of Locate / Isolate function.

There are many lesson plans available from such organizations as the FBI, the California Tactical Officers Association and the National Tactical Officers Association. It does not matter which of these methods you choose.  It matters that you have explained this concept to your team members, and especially to the law enforcement mutual aid first responders who could be coming into an active shooter circumstance to help you.

The four-man team concept with a team leader would basically follow the format of the diagram below:
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Due to the very long distances of some of the hallways we can encounter in buildings and schools, the use of long guns is a necessity. Use of either a patrol rifle or shotgun with slugs will greatly enhance the Locate Isolate team’s function if they are taken under fire.  Again, we want to emphasize that this is not a SWAT team designed to kick down doors and make dynamic entries, this is a team of first responders conducting the Locate Isolate function.
The four-officer configuration will expand or contract depending on the type of terrain or building to be navigated. For example, if the team has to move across a parking lot, a more spread out diamond shape will permit the team to lessen the possible of injury if taken under fire and to form a defensive perimeter almost immediately upon hitting the ground. In a building corridor, a single or double file configuration might be best, depending upon the width of the hallways.
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This four officer basic configuration allows for maximum firepower around a corner – one prone, one kneeling and one standing up-with the fourth officer acting as rear guard and free to use the radio.  The two long guns will take the standing and prone positions while the kneeling officer should have a handgun due to the constraints of balancing while kneeling.

In a large facility such as a high school or multi-story office building, you may need to appoint several Locate / Isolate teams to cover the entire area. Each team should be given a specific area to stay in to lessen the potential for a friendly fire incident. No team should be allowed into the danger area without clear communication ability to both the other teams and to the Incident Commander.

Use of a Staging Area
In a critical incident like a school shooting, a very large number of both our own officers and mutual aid officers from other agencies can respond. It is imperative that we organize these officers through the use of a Staging Area so that we conduct a systematic operation without creating more confusion. After the initial entry as described in the past section, everyone goes to the Staging Area.
I use the negative term “Freelancers”, to describe both uniformed and plain clothes Officers who arrive at the scene and take independent action without checking in with the Incident Commander. They can often times add to the confusion, and in the worst-case, seriously delay or cripple our efforts to create a stable incident. Two recent events come to mind when I discuss the “Freelancer” problem.

In the first incident, a gunman had been shooting people in a high-rise office building. The gunmen had committed suicide after being confronted by two uniformed officers in an interior staircase. The Incident Commander was forced to keep the building on lock down status due to the multiple reports from the tenants of different men, with different clothing descriptions, running through the building on different floors with handguns. Based on these reports, the Incident Commander believed that there were possibly more than one suspect involved. 

Later investigation determined that these officers were plain clothes personnel who had entered the building without checking in with the Incident Commander or the Command Post. Medical personnel were prohibited from entering the building during its lock down status. It is believed that one person died, bleeding to death, from injuries that could have been medically treated had the building not been in lock down.
In the second incident, a SWAT sniper team had been deployed to the high ground near a double homicide shooting incident in an office/medical complex.  The sniper and observer saw a male individual with a handgun peering around the corner of a building, looking at the officers who were at the command post and other officers searching the building complex. 
They reported this incident along with a description of the individual to the Incident Commander. The individual matched the description of the shooting suspect, and due to the critical officer safety issue, the Incident Commander authorized the sniper team to fire. The suspect moved his head slightly just as the sniper pulled the trigger. The bullet missed the head of the suspect individual by less than one inch, and the person disappeared from sight. It was later found out that this individual was a plain clothes police officer who had responded to the scene and entered without clearance.

As a general rule, no officer should be permitted into a critical incident without proper clothing that indicates they are a police officer. Marked vests, raid jackets or police uniforms should be worn during one of these confusing and highly charged incidents. We need to utilize the concept of the Staging Area -- to lessen the confusion around the incident scene and to prevent these kinds of tragic mistakes.  We need to control the “Freelancers”, and prevent them from hindering critical incident response operations, or even creating a possible law enforcement tragedy.

THE MASS CASUALTY INCIDENT - MCI 

PROTOCOL FOR LAW ENFORCEMENT

As Critical Incidents can create significant numbers of injured people, it is important that Local Law Enforcement have a plan on how to respond to these events. We have very limited capability for preventing these kinds of acts, and almost all of our response will be after the fact. Before I get into the specific jobs and roles for Local Law Enforcement associated with a Mass Casualty Incident, I need to explain how an MCI unfolds and is handled both in the field and at the local trauma center hospital.

By understanding how the MCI is handled, we will have a better perspective on how our actions should mesh with the Fire / Rescue / Medical response.

A Mass Casualty Incident, or MCI, is usually defined as five or more seriously injured persons. By definition, these events usually have many severely injured people, and the valuable seconds and minutes of the medical response can mean the difference between life and death. These events are most often large traffic crashes with multiple vehicles, explosions, bus crashes, train derailments, plane crashes or large criminal incidents.

In order to organize and have the most efficient response to these traumatic scenes, in the early 1970’s the medical community joined with the fire departments and ambulance providers across the country to have a standardized plan. From some very hard work, their MCI protocol was born. The plan is enforced by the group that sets medical standards and issues accreditation to hospitals. 
By regulation each county or trauma region is supposed to have a full scale Mass Casualty Drill every year, to test their response plans. The only exception to this requirement is if your county had an actual MCI during the last year. Check with either the Training Officer or the Emergency Medical Services Officer in your local fire department to find out when you're next MCI drill is going to occur.  This is an excellent training opportunity for law enforcement to participate in a full MCI response.
Your notification starts the process
To explain how the fire/medical community would handle an MCI we will use an explosion at an elementary school as our example. Imagine you are at the school giving a talk to a classroom full of students when you hear an explosion outside.  When you run outside you see a classroom has exploded and caught on fire. Your best estimate from the main classroom and nearby other classrooms is that there is somewhere near 55 to 65 injured students, faculty and staff.

You immediately contact your dispatch center and declare an MCI. It's imperative that you give the number of casualties at this time.  When you talk to the fire department command staff they will tell you that it is always better to go with a higher number.  If you believe you have between 55 and 65 casualties say 65 casualties.

The reason for this procedure is based on the actual response.  The number of casualties will determine the number of engines, trucks and ambulances that are dispatched to the scene.  Fire command staffs have said that it is much better to have too many persons initially assigned to the scene and have the availability of sending people back to the firehouse -- rather than to be caught behind the power curve with injured people and constantly be on the radio ordering more personnel when lives are at stake.

Your broadcast would sound similar to: "This is Officer Brown, I am at the Green Hills elementary school and there has been a fire and an explosion. Call the fire department; tell them I have a fire and an explosion, and I am declaring an MCI with 65 casualties.”

This information goes from your communications center to the fire communications center. The fire communications center will then conduct two separate functions:
First -  The Fire dispatch will take your estimate of the number of casualties and respond a corresponding number of ambulances, trucks, engines and supervisors that would be needed to handle that number of casualties.

Second –  Fire dispatch will make a notification call that an MCI has been declared, to the Medical Trauma Center that has jurisdiction over the area where our school is located. This phone call is to the Trauma Center’s unit that will control an MCI, to warn them of the incident and to start their MCI protocol.
** It is important to mention here that in the course of your normal duties, if you arrive at the scene of an MCI and the Fire Department is already on scene; don’t worry about declaring an MCI. The first-in Fire Department vehicles will have already done this notification, and you will only need to notify your own agency communications center to get as much law enforcement help as you will need to manage the law enforcement end of the MCI.

Back to our school scenario with you on scene and declaring an MCI  --
Your notification has now started two separate responses to the MCI protocol:
1) the behind the scenes response of the Trauma Center hospital, and
2) the response at the actual Scene of the incident.

Trauma Center Actions

As the Fire dispatcher is just starting this field response, another fire dispatcher will call the designated trauma center for your area. The dispatcher will alert the trauma center staff of the MCI in progress, and give its location and the rough number of casualties.
Your trauma center is actually the “controller” over a regional area that connects the trauma center to the other nearby area hospitals with emergency rooms in your region. They utilize a medical radio network that connects all of these Emergency Rooms with your regional trauma center.

After receiving the alerting phone call from the fire department dispatcher, the trauma center medical team uses this medical radio system to declare an MCI; telling all of the hospitals that are satellited off of the trauma center that an MCI has been declared, and asking all of these Emergency Departments to prepare for check-in.
They then use this radio system to poll all of the hospitals.  Each hospital reports back on the radio to the trauma center with the number of critical care beds available, and the number of medical specialists available like neurosurgeons, cardiac surgeons, orthopedic surgeons, etc. 

The trauma center medical team then logs all the results of this poll, showing all the critical care staff and facilities available in your region on a large white board.  At the scene of the MCI, a fire department person is usually appointed to be the medical communications coordinator. This person’s job is to keep in radio contact with the trauma center and advise them of the various injuries they have at the scene so that the trauma center team can make the vital decision on where to send each patient. 

As each ambulance is loaded and prepares to leave our explosion scene, they call into the trauma center and detail the injuries of the patient(s) they have on board. The trauma center team then analyzes these injuries and matches them up with the hospital that is best equipped and closest to handle that patient or patients. In essence, the trauma center acts as a traffic cop, directing the injured to the best possible hospital to get the most out of the trauma care system.

It is not unusual to have casualties from an MCI sent all over a multi-county area under this protocol. The main effort centers on the patient, and matching that patient’s injuries to the critical care staff and bed space available at each hospital. The action scenario as described will continue until all of the patients are clear the explosion scene, and accounted for in the area hospitals. 

Actions at The Scene of the MCI

Responding fie department units begin to arrive on scene and the first estimate of casualties is confirmed at 65 injured people. There are roughly 25 critical/severely injured and the rest are equally divided up between other serious/moderate injuries and walking wounded with minor injuries. 

This is a Fire / Rescue / Medical event and so a fire department command officer will become the Incident Commander. He or she will appoint a Medical Director who will have responsibility for overall treatment of the injured and setting up a temporary morgue if needed.

During an MCI response, the first-in ambulance will assume Triage duties (Triage, the French word for “to sort out”) and will become the source of the medical supplies for the injured. In a large event, there may be several ambulances at Triage with the responding firefighters and medical personnel using all the supplies in these vehicles.

It is imperative that we understand that these Triage ambulances are going nowhere. They are going to remain stationary and are not going to go to a hospital. If you are trying to help an injured person, don’t put them into a Triage ambulance. Just bring the injured to the Triage / casualty collection point and the staff there will assess the injuries and affect proper treatment and transportation.

The fire department Incident Commander will determine what equipment is needed to deal with the destruction caused at the explosion scene. The IC will detail this needed equipment to the explosion scene, and all the rest of the responding firefighters will be detailed to the Medical Command to help out as medical assistants working for the Triage director(s).
All firefighters are trained at a minimum to the Emergency Medical Technician (EMT) level, and significant numbers of firefighters are now Paramedics, highly educated emergency medical specialists. The real need at an MCI is for people who can rapidly conduct the actual medical treatment to the severely injured on scene.
The other responding fire trucks and engines that are not needed at the immediate scene will park their vehicles in a nearby street and not drive them near the actual scene to keep the scene as clean and less cluttered as possible.  This parking area is known as “Base” and they will leave a firefighter on scene to guard the apparatus. They need those EMT and Paramedic hands, not the engines or trucks. 

They will then take what ever first aid supplies and equipment they have on their vehicles and walk into the Triage area. At the Triage point they will deliver their supplies and they will then be assigned specific patients to work on. 
A rough rule of thumb is two firefighters per casualty. This puts our 65 person MCI in the 130 firefighter range. This level of staffing, without the use of mutual aid, can only be achieved by the largest fire departments in our country.

At Triage, the patients will be divided up into 4 specific categories depending on their injuries. Our severely injured 25 people will be classified as Immediate Treatment; they need to be worked on right away as a matter of life and death.

The next 20 who are severely injured but not immediately life threatening are put in the Delayed Treatment category. They will be treated as soon as possible in accordance with their injuries and the staff available.

Our last 20 people form the Walking Wounded / Minor Injured. These are people who have received minor injuries such as cuts, inhalation of smoke, or bruises, but are still getting around on their own power. All fire departments have an agreement or MOU signed with your local bus provider, such as your regional transit buses or local school district buses. These Minor Injured are sometimes placed on buses or held in a nearby location for first aid. 
In the event that the fire department has discovered persons who are Deceased, they will usually leave them in place in order to concentrate on providing swift medical care to the living with the limited resources they have available. In the event someone dies while they are treating them, they will establish a morgue and move this person to the morgue area.

In the event a morgue has been established, the fire department will usually ask the first responding police officer to guard the morgue area.  This is a critical function, and should be accomplished by one of the first responding police officers.  These bodies are potential evidence and we do not want anyone touching or disturbing them, creating potential chain of custody issues. We also don't want anyone disturbing personal possessions until officially designated coroner persons have arrived on scene.

A colored TRIAGE TAG placed on their front identifies every person in each injury group and shows they have been evaluated through the triage point. The triage tag will denote injuries, vital signs, and any medications given.

As the person is triaged, the colored tab on the bottom of the tag signifies the person’s injury classification. The tabs are all perforated and can be torn off easily.  The tab left on the bottom of the triage tag will denote that specific person’s classification category. A Green Tab left on the bottom of the Triage Tag designates Walking Wounded / Minor injured status. If the green tab is torn off, the Yellow Tab on the bottom of the tag designates Delayed Treatment status. If the yellow tab is torn off the Red Tab designates Immediate Treatment classification, and the Black Tab signifies Deceased.

The two major patient treatment areas are Immediate and Delayed. In order to recognize these areas right away, they are marked by colored tarps placed on the ground. The Immediate Treatment area is marked by a large red tarp and the Delayed Treatment area is marked by a large yellow colored tarp. The responding EMS and firefighters use these tarps for ready identification of these two critical treatment areas. 

Ambulances used for transport of patients from the scene will start a taxicab-like queue line, near the Immediate Treatment area. This is the area where the most critical injured are positioned, and in theory should be transported first.
As soon as these critical patients are ready for transport, they are loaded into the ambulance at the front of the line. The medical communications coordinator at the Triage point along with the ambulance crew is on the medical radio net. They tell the trauma center the injuries and status on their patient(s) and they are then transported from the MCI scene to the hospital that is designated by the trauma center.  The trauma center will attempt to match-up that persons injuries with the critical bed space and staff available at one of the regions hospitals.

The next ambulance then pulls up in line and takes on the next patient(s).  As an ambulance drops off its patient(s) at the hospital, they will immediately return to the MCI scene and get back on the end of the line, waiting to receive another patient or patients. This process will continue until all of the casualties have been transported from the scene, and the fire department Incident Commander releases all of the ambulances.
Please see the diagram on the next page:
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The Fire Department’s / Police Department’s Co-operative Role in an MCI:
In an initial response to an MCI where no criminal involvement is present, the Fire Department will have the initial Incident Command responsibility. This is a Fire/ Rescue/ Medical incident and the people with all of the experience in this area is clearly the fire department. The local fire departments are very proficient in the handling of Mass Casualty Incidents. Most fire departments hold continuous MCI drills, and have extensive equipment and supplies to handle numerous casualties.

The law enforcement first responder will immediately go to the Fire Command Post and take up law enforcement command duties in the Unified Command structure. This will ensure that the law enforcement Incident Commander is completely up to speed on the event if we later find out a criminal act has occurred.

Even if we suspect that the MCI may have a criminal origin, the logical person in charge at the onset of the MCI should be the fire department because this incident at the initial stages is a Fire – Rescue - Medical event. Please see the later discussion on Unified Command.

The fire service is very aware of their role as the first responders to a potential criminal or even terrorist critical incident. They have received training regarding the proper preservation of evidence, and how to guard against potential secondary devices. They also have received continuous training in how to deal with chemical agents, radiation dangers and biological weapons that can be threats to first responding firefighters.

With their training and equipment, they are the logical “shot caller” in any Fire-Rescue-Medical event. Added to their continuing ability to operate in the dynamic area of a possible terrorist or WMD incident, the Fire Department is the logical person to provide clear direction at this first stage of our unfolding event.
There are four specific things that Law Enforcement can do to assist the fire department in their management of an MCI. These jobs in the MCI Protocol for Law Enforcement are: 
Crowd Control

Traffic Control

Coroner Liaison

And,  Criminal Investigation

The initial critical decisions for the first responding law enforcement personnel at an MCI will be: “Is this a criminal event?  And, Are suspects still on scene?”

If the initial size-up has us believing that this is a non-criminal event, Law enforcement will be working for the Fire Incident Commander in a Unified Command. We will then put into effect our four step MCI Protocol for Law Enforcement to assist the Fire Department in managing the MCI.

If we respond to a criminal event, and there are potential suspects still on scene, Law Enforcement needs to immediately begin the first step in our Critical Incident Response Plan: Locate – Isolate -- Evacuate.  We then need to immediately assess: “Is this an MCI?” 

If the answer is yes, we need to then detail the next group of responding officers out of the staging area to go with the Fire Department and conduct the jobs listed in the MCI Protocol for Law Enforcement. In a criminal event the fire department resources will stage out of the area, and establish a Triage location in a safe protected area away from the danger zone. These officers assigned to the fire department will be responsible for finding the Fire Command Post and Triage area, and initiating our four step protocol to help the Fire Department.

With regard to the second issue of suspects on scene, the initial Incident Command will be determined by whether or not the suspects are believed to still be in the area.  In the Oklahoma City bombing, the suspects were believed to be gone and initial Incident Command rested with the Fire Department in this Fire/Rescue/Medical event, with Law enforcement assisting in the management of the MCI.
In the Columbine HS shooting, the suspects were believed to be still on the scene. The Fire Department staged away from the danger zone with law enforcement assuming initial Incident Command.  Remember, the Fire Department will set up Triage at a nearby location away from the danger zone and will not proceed into the zone until cleared by the local law enforcement officers.

It is imperative at this stage of the Critical Incident Response Plan that the reader understands the critical nature of the law-enforcement, medical and fire resources training and working together. We need to understand each other’s methods of working and the goals that we’re trying to accomplish.  We need to conduct extensive training, and develop this cooperative working attitude way before a critical incident arrives. 

In the following pages we will be discussing our duties as if the initial cause of the incident is unknown, say for example an explosion at a factory.  In this instance the Fire Department will assume Incident Command and the first responding police officer or law enforcement supervisor would be working for the Fire Incident Commander to conduct the law enforcement MCI protocol.

CROWD CONTROL – 

During the initial stages of an MCI the fire department will have its hands full dealing with the fire/ rescue/ medical response. When you talk to firefighters they will tell you that they have very little contact with civilians. They mostly handle all of their coordination with fellow firefighters, and very rarely get to significantly interact with the public during an event.  They are dependent upon law enforcement to handle the crowds and keep these crowds from interfering with their duties at the event scene.

When you think about it, it’s very common for those of us in law enforcement to handle this problem, we do it on an almost daily basis. It seems that we are forever telling agitated and concerned people – “No sir, I'm sorry you can't go in there, yes, I know that your son is injured, but you have to stay outside and allow the medics to work on him.  Yes sir, we will try and get you to the hospital as fast as we can, but you have to stay outside here and let the medics work on your son.”

Because of our familiarity with handling crowds and our almost constant interaction with people, it falls to us to handle the crowd control problems at the scene.

The Law Enforcement Incident Commander at the Fire Command Post should take charge, and have the immediate goal of setting up of both an inner and outer perimeter around the scene. The inner perimeter's purpose is to control the crowds so that the law enforcement officers can allow the firefighters to do their jobs with the least amount of interference.

The outer perimeter’s goal is to permit access by vehicles that are involved in the emergency response, and to deny access to vehicles of people who want to just view the event. The outer perimeter also functions as a secondary line of containment in case we are looking for suspects. 

As you can see this is an extension of the Isolate function from our initial response of Locate – Isolate – Evacuate. The IC should not get bogged down with the actual assignment of units to specific locations. Instead, he or she should appoint a specific OIC (Officer In Charge – the generic, rank immaterial term for a law enforcement team leader). OIC’s are needed for both the inner and outer perimeter, and the IC should give them general guidance on the area to be contained. 

The OIC’s will then position the officers, mutual aid forces, or even volunteers in the specific locations they believe will accomplish their missions.

TRAFFIC CONTROL-- There are two major parts to traffic control:

SCENE -traffic management of the actual scene area, 

ROUTE -and clearing of a path to the nearest double access freeway ramp for the ambulances leaving the scene.

SCENE

Traffic management at the scene is a critical element.  The confusion created by the large numbers of first responders along with the self-dispatched off-duty personnel and other volunteers can create chaos at the scene.  Without effective scene management of traffic, needed rescue and medical vehicles will not be able to get to the scene.

We have to form a Traffic Team with a designated Officer in Charge (OIC), as soon as we arrive. There are too many tasks involved in traffic control that could overwhelm the Law Enforcement Incident Commander, and we need to have one person controlling and setting up the traffic plan. Then the plan has to be broadcast to all responders, giving the entrance and exit routes and the locations of our selected parking areas.

In order to handle this problem we have to begin to think big.  We need to take over nearby streets and turn them into emergency vehicle parking lots with officers present that can handle the parking of these vehicles properly. In smaller jurisdictions with few officers, prior training with parking control and public works can be very beneficial.  These workers are often highly motivated and have a strong desire to help out at a critical incident. They can be very effective supplement in positions where officers are not necessarily needed.
Our first priority is to put officers at the key intersections to limit access to only emergency traffic. Our second priority is to then turn streets that are nearby, but out of the danger zone, into an emergency vehicle parking lot.  

Normally we won't be able to get emergency vehicles directly up next to the scene, and for several reasons we wouldn't want to. Primarily, there's the potential for huge amounts of evidence close to the scene and vehicles driving over it can damage or destroy critical items.

And with the recent problems of having secondary devices found at blast scenes in Georgia, we could lose emergency responders or vehicles that park too close to the scene. Recent thinking out of the incidents in Georgia has lead to the policy that Triage and other medical aid points at explosion scenes should be well out of the potential area for a secondary device.
This philosophy has been represented as a 1,000 foot safety area (3 football fields); both horizontally and vertically, around the blast site to protect our first responders from secondary explosion. The above concepts are critical to managing the scene, and lessening the confusion of vehicles parked all over the place and blocking each other.

The key issue is to get as many emergency vehicles into the nearby side streets area - properly parked - so that the responding personnel can get to the scene.  In a fire, rescue, medical, response; the number of vehicles parked close to the actual scene will usually be minimal. The fire service will only require a few key vehicles parked near the scene. What really is required will be the manpower of the responding firefighters and medical personnel in order to affect medical treatment and begin rescue of the injured.  The emergency vehicles they arrived in will be parked in this side streets / staging area, and the firefighters and rescue personnel will walk into the scene to keep the area as clear as possible and lessen the confusion. 

The best possible way to get the maximum number of vehicles into a given street is to angle park them.  By using this technique we can insure the maximum number of vehicles can be parked in the street, and that no vehicle will be blocked in by another vehicle. A common Fire service term for this parking lot is: Base. 

Again, the key is to have the traffic control officers block off access points so that only emergency vehicles are permitted into the parking area. Please see the diagram below: 


ROUTE

The second half of traffic control consists of getting the emergency ambulances to the hospital.  This requires law enforcement officers positioned at the critical intersections needed to get an ambulance to the nearby hospitals.  

Almost all of our hospitals are accessed by nearby freeways.  This concept entails that we provide rapid travel access to the nearest freeway ramp.  The critical point here is that the freeway ramp must have double access (East/West or North/South) so that an ambulance can have the best access to as many roadway combinations as possible.

As each ambulance clears the scene and begins to travel to the freeway, it must pass through intersections that could slow it down and also present a risk for accident.  We need to position our cars at these critical intersections.  As each ambulance approaches, the officer will hear the siren, pull the patrol car into the intersection, and stop traffic in all directions.  This will permit the ambulance free travel through the intersection with as much security that we can provide.

These two Traffic Control tasks can be significant operations, with large numbers of officers. With some training and practice with Fire and Ambulance personnel, we can provide a significant benefit to the overall care of the people involved in the incident and lessen the huge amount of confusion at the scene.

An excellent training and practice event for the traffic control function can be performed at your county’s next MCI drill. This would be an excellent way to meet key players in an MCI operation and to establish Law Enforcement’s helping role in traffic management at a major event.

ROUTE

                                                                   Double Access Freeway Ramp

KEY INTERSECTIONS

CORONER LIAISON --


The job of Coroner or Medical Examiner throughout the United States can fall to any number of people.  In large metropolitan areas the job can fall to a formal Medical Examiner, or Deputy Coroner.  In some rural areas, the duties of coroner fall to specific deputy sheriffs.  In some smaller communities and rural counties, the duties of the coroner can fall to the local undertaker.

Regardless of which situation exists in your local area, the casualties present at a critical incident can quickly overwhelm the coroner function.  In order to assist the local coroner with the collection and preservation of evidence, and the protection of the remains of the people killed in this action, we as local law enforcement officers have to assign officers to assist.  The area of most need will be the collection of personal possessions and the proper recovery of the bodies and remains present at the scene.

Most coroner mutual aid plans are sufficient to handle these problems if the number of fatalities is low. However, in the event of a Mass Casualty Incident with many fatalities, the coroner function could be overwhelmed. There is no conceivable way that we're going to be able to leave a large number of dead bodies exposed at a given location for the many days that it would take for a few coroner's to effect the proper personal property collection and body recovery. 

In this case local law enforcement would be the only trusted personnel that the coroner's could utilize to assist them in their functions. Due to our familiarity with issues of grid searches, evidence collection and preservation at homicide scenes, we become the logical choice for this roll.

Normally Homicide investigator’s, who are familiar with the problems and have had experience in this area, will be the first officers used in this capacity. However, your agency may not have sufficient homicide investigators to handle all of the casualties produced at a large critical incident.  In this event, regular officers will be assigned to handle coroner liaison, and the amount of preparation you do now will determine the success of this critical operation. 

This coroner liaison duty would entail assigning a group of from two to five officers to one coroner deputy. The officers would work the search area under the direction of the coroner deputy, and would assist that deputy with the collection of evidence, personal possessions and bodies / body parts. 

This task would be extremely foreign and stressful to our officers. This means that supervisory personnel present from the law-enforcement organization would have to closely monitor their people for signs of trauma and critical incident stress.

This is an appropriate location to mention the fact that we need to plan now on how we would deal with the Post Traumatic Stress associated with these events in general. We have a tremendous investment in our officers, and we cannot allow any single event to overwhelm them psychologically. 

Our current plans for post traumatic stress debriefings need to be reviewed. We need to update them to handle the possibility that we may have large numbers of officers needing debriefing. Can your current plans handle 100 officers needing counseling, in a timely manner? Is your agency prepared for handling group debriefings for some of the officers and civilian staff such as dispatches, and making psychological referrals for specific officers? Have your supervisors received any training in recognizing problems among the staff, and how to refer employees to a counseling program in a confidential and caring manner that will inspire organizational trust?

If you are having trouble answering some of these questions, please take a look at your program and begin working toward a solution. We have all been party to horrifying events and seen the damage these events can do to our people. With some advanced preparation we can dramatically lessen the traumatic effect of these incidents, and insure our organizational stability.

With regard to Coroner liaison, the earlier that we educate our officers of their duties in this role, the better off we’ll be. The officers will see this as a logical extension of their job if it is presented properly; ahead of any future incident. This is not the kind of duty that you want to spring on anyone as a surprise.  One major agency suffered greatly when they were confronted with this problem after a plane crash and responded by emptying out the current police academy class of cadets to pick up body parts. No one was ready for this kind of duty and they suffered repercussions for many years.
Also, because of the very specialized nature of this work, an OIC for liaison with victims families needs to be appointed to ensure that all information is directed to one central point. This person can be any mutually agreed upon expert; but they should be fully aware of the hazards of a high profile event such as a terrorist incident and have a staff sufficiently skilled and sized to handle all of the media and family inquires with the diplomacy required.

CRIMINAL INVESTIGATION --

At any MCI, we can never make the assumption that this was simply some kind of an "accident". Most MCI events we go to are some kind of an “industrial accident” or “transportation accident” in which people are injured. We normally just direct traffic and keep the curious at bay. We can no longer do this.

In many recent examples, local law-enforcement has responded to scenes that were originally believed to be accidents only to find out later that criminal activity was the cause of the incident. A crash with a bus driver that was attacked by a passenger, or a train derailment with a rail that was intentionally pried loose; are two recent incidents that initially appeared to be “accidents” but in reality are criminal acts. 

In a situation where several hours have passed, we will never be able to recover critical statements and physical evidence that was lost during the initial hours of our response as we stood around and directed traffic. Evidence will be destroyed, and critical first hand statements will be lost during this critical time.
Regardless of your first impressions of how the MCI was caused; officers should be immediately detailed to begin basic preliminary criminal investigations during the first few minutes of the law-enforcement response. 

The first critical issue will be to take statements from eyewitness at the scene. It is imperative to lock these witnesses down in their statements as to exactly where they were positioned when the incident occurred, along with what they saw and did. Statements taken during this phase of an “incident” investigation are not subject to Miranda, unless we believe that a crime has occurred and the focus of that criminal investigation is on the person you’re talking to. Initial statements taken will be invaluable in reconstructing the event when it was fresh in the mind of the witness.

Many individuals have surfaced after a critical incident and given false or misleading testimony as to their participation in the incident. Their motivation can vary from looking to intentionally mislead the police, or to simply gaining their moment of fame. Without local law enforcement identifying and locking these people into a specific statement at the beginning of the event, we can liable ourselves to receive misleading testimony that could result in many lost investigative hours following false leads.

In the confusion of the first response to a large incident, we can also lose valuable physical evidence. The immediate fire, rescue, medical response can put a tremendous number of people into our possible crime scene. Adding to this confusion can be large numbers of local media, civilian responders, and concerned relatives and friends of the injured people.

The initial area of the MCI should be “frozen” with crime scene tape and officers as necessary. The larger the area the better; we can always reduce the area later as time permits and circumstances dictate.  This is especially important with regards to any of the “control surfaces” or areas where the cause of the MCI may have originated. Fingerprints and other critical evidence can be obliterated in a very short amount of time if not properly protected and preserved.

Crime scene investigators should begin taking photographs and videotape, marking key evidence, and conducting emergency gathering of evidence if there is a possibility it could be destroyed or damaged during this response phase. This will be invaluable in recreating what will be an ever-changing scene as the emergency response continues for hours, and sometimes days. They can also be used to take photographs and videotape of the crowds, in the hope of identifying potential suspects or their vehicles remaining at the scene or in the area.

Officers and crime scene investigators must be detailed immediately to begin these criminal investigation actions at the scene of an MCI. This will insure that potential valuable criminal leads and statements are not overlooked during the confusion of the initial response. If later on, the incident was truly some form of accident, all we have done is create more paperwork for our records division.  If however the incident later on does become a criminal event, our immediate efforts listed above will become critical factors in the pursuit of the suspects. 
It is important to remember that at these initial stages of an MCI, the fire, rescue, medical response can continue for quite some time. As an example, the response during the Oklahoma City bombing on the part of the fire, rescue, medical agencies continued for many days, with the Oklahoma City Fire Department as Incident Commander.

We in law enforcement cannot ignore our responsibilities for evidence collection during these critical continuing days of an event. In the Oklahoma City case, the FBI was able to put representatives in with the various rescue teams searching for victims and survivors. As the teams proceeded through the building, these law enforcement observers were able to identify potential pieces of evidence and were able to collect and preserve them. It's important to understand that this was an exceptional incident, and that in most cases, the fire, rescue, medical response will be over fairly quickly.

If we believe this is a terrorist attack and the FBI will end up in ultimate command of the scene, our role in physical evidence recovery will be limited to the emergency collection and preservation of evidentiary items at the crime scene. Specifically, those items that could be destroyed or altered if not preserved or collected immediately; such as a muddy footprint, a weapon left out in the open, or a bomb fragment might require immediate documentation, preservation and collection.  If the event is declared an act of terrorism, the FBI will assume investigative command. They will bring in their evidence collection teams and will begin processing the evidence items according to their policies. Any items we seize will have to be transferred to FBI control, setting the stage for possible chain of custody issues.

It is therefore the best policy to freeze the scene, and await the decision on who is going to assume ultimate command of the criminal investigation. Remember, until such time as the call has been made on whose going to handle the investigation, this is still a local area homicide or bombing. As we know, it can take many people to process a complicated scene. With this in mind, an early call out of all the available crime scene staff can alleviate manpower problems at the scene with the emergency preservation of evidence and having enough people to handle the scene if Incident Command ultimately rests with the local Law Enforcement agency.


CHECKLIST

There are several excellent reasons why we need
a checklist in our critical incident response.

In the beginning stages of a critical incident, these are highly charged emotional events. In every incident I was involved in, as I rode into the incident, I was scared.  I was scared that a decision that I would make could possibly injure one my officers or the other first responders – I was scared that a decision that I would make could injure some innocent civilian – and I was scared that a decision I would make could bring discredit upon my department /agency.

I started looking for some kind of a device to use that would help me ramp down this emotionalism, and to aid in gaining control over the event. In my work on response to disaster operations, I studied large-scale transportation accidents. One of the classic case studies in this area was United Airlines flight 232. Basically, the pilots in this aircraft were able to regain control after an engine explosion, using their emergency checklists. I figured that if the pilots in this case, under the incredible stress of a falling aircraft, were able to use a checklist to save their plane and passengers; why don’t law enforcement and other first responders have a similar checklist?

I designed the attached checklist with the same principles of the airline industry in mind; to help get the first responders organized and heading in the right direction, while lessening the emotional content of the incident. I then realize there were several other major advantages to having a checklist available to the first responders.

To rapidly order resources that we're going to need at a critical incident.

During the initial stages of our response it’s important that we call for additional resources and items that will help us to get set up and begin dealing with the problem as fast as we can.

Most people not connected with the emergency response field believe that critical resources are literally kept in a glass box at the police station.  When we need the resource, somebody breaks the glass box, and they immediately arrive on scene.  Nothing could be further from the truth. These resources can take significant time to arrive at the scene of a critical incident. A SWAT team could take an hour or more to be set up and deployed in the best of circumstances.  Therefore, the earlier these resources are ordered, the faster they will be on scene. 

A critical point here is that the checklist has to be in the hands off all of the first responding officers.  Until a supervisor arrives on scene, the initial arriving officer is the de-facto Incident Commander and will have to call for all appropriate resources.  I have been told by several different department supervisors that patrol officers are not allowed to call for resources, such as a SWAT team, in their department. They believe that such resources are only to be called for by a supervisor.  I disagree with this philosophy.

We have trained officers in the Basic Police Academy on how to use this checklist.  The critical nature of these resources is that the faster you call for it, the faster it will arrive and be usable on scene.  My personal experience has been that when resources are ordered by patrol officers on scene, they are almost always correct. To delay in calling for critical elements such as SWAT, EOD, K-9 and helicopters; can not only delay the resolution of the incident, but also put lives a risk.

When you a view this problem in light of the shortage of supervisors and the potential for multiple critical incidents within a city or county; having the Critical Incident Checklist in the hands of the first responding patrol officers, and permitting them to order critical resources, becomes a logical step.

To be able to recall a large number of tasks and items.

The number of critical tasks to be accomplished and specific items that need to be ordered during a critical incident can be overwhelming. Even the most experienced Incident Commander’s will admit that they can forget something during the conduct of a critical incident response. 

It is incredibly difficult for one person to be able to recall the long list of items that are necessary to assist in the proper containment and investigation of a critical incident. Given the high emotional state of these incidents, it’s also almost impossible for one person to remember all of the various items that they may have initially thought to do or resources they were going to order, but lost track of during the heat of the incident. One person responsible for everything at a critical incident can actually be overwhelmed by the situation, and needs a solid starting point to get focused. 

The checklist also provides an invaluable place to write down and recall all of the different things that the Incident Commander might think of on the spur of the moment.  People constantly come up to the IC with information, good advice and ideas; and we need a specific location to write down and track all of these items. 

To form the basis for a written plan.

The average barricaded gunman/law enforcement critical incident usually will last between four to six hours.  Unfortunately, the large number of critical incidents that we respond to can sometimes go beyond this timeline.  Such incidents as hostage takings, transportation accidents, Terrorism events and natural disasters can stretch into several shifts and even take days or weeks to resolve. 

As a rough guideline, if we believe the incident is going to continue beyond 12 hours from the time it started, we’re going to have to replace all of our staff.  This means that from the Incident Commander on down, we’re going to trade everyone off of the event.  The ability to do this is one of our greatest strengths, in that we can afford to change staffs while the bad guy or hostage taker does not have that availability.  In order to conduct a proper change of command, a written plan must be passed on to the next shift.  We can’t take the chance that verbal information passed on will be complete and accurate all of the time.

The checklist will form the basis for this written plan to be passed on to the next shift. It will help the departing Incident Commander to form a written document that will summarize all of the events for the preceding 12 hours. The written plan will tell the next arriving Incident Commander what items have been accomplished, what specific resources have been ordered and the current overall status of the operation. 

All of the Notes necessary to produce this written document will be present at one place, on the checklist of the current incident Commander.  It is important to note at this point that any written plan should always include an introductory mission statement.  This mission statement should be very concise and it should clearly define our objectives during the next 12 hour period of operation.

Design of the Critical Incident Response Checklist.

First and foremost, this list is not perfect!  It was authored by a human being and has all of the problems thereof. It has gone through several modifications, and will undoubtedly go through several more as changes occur in our critical incident response procedures. You must examine this list in the context of personally applying it to your department or agency.  You may disagree regarding the inclusion or placement of a specific item of the list, and you should feel free to change or adapt any items on the list as you see fit.

Some of the things that are on the list may not even apply to your department, and should be eliminated or changed.  Some of the names for various resources may be different in your local area.  You need to take some serious time and examine this list in order to adopt it for your own department-wide use.

Make It As Low Tech as Possible.

I have seen many different methods of keeping a critical incident checklist.  They have been duplicated on laptop computers, in large binders with plastic pages, on laminated 3x5 cards and even on PDA’s such as a Palm Pilot. I am a firm believer in Murphy’s Law, and I want to keep a critical incident checklist as low-tech, and as simple as possible.

The checklist is six pages long, and is single side printed on bright yellow paper with a heavy-duty staple keeping it all together. The checklist is designed this way intentionally, and this design accomplishes several tasks.

All of the information is kept stapled together and not scattered, as with separate pages or 3x5 cards. It literally gives the Incident Commander something to hold onto, and to keep focused on. The low-tech Pen and Paper approach eliminates all of the potential electronic problems, and makes it easy to pass out copies of the checklist to everyone prior to any critical incident, without having to pass out laptops or PDA’s.

The backs of all the pages are blank, so as to provide extra note taking space and space to do drawings or diagrams. The ability to do drawings and diagrams is often times a critical function.  This function would be impossible on any laptop or PDA without additional software / hardware and some training for everyone.  If you’re trying to show a drawing or diagram to a group of people it is very hard for them to see on a 3x5 card, PDA or laptop-- versus a blank sheet of paper. 

All of the information is in large bold type and is double-spaced so that you can take notes directly on the pages to keep your material all in one place. You can write the unit number or officer assigned to handle a task directly on the checklist next to that item. In my department I have re-printed this list on bright yellow paper, and have issued it to all officers and supervisors. I personally keep several copies of it in my patrol case. The yellow paper makes it stand out among all of my other white paper, and seems to help with finding items on the list, especially in low light circumstances.
The Checklist Is In A Priority Order.  

The items appearing on page 1 are the essential, high priority and important items; the rest of the main checklist leads to the end of page 3 with items of a somewhat lesser priority. Again, you have to examine this list for your own agency and determine whether or not you want to move some of the items on the checklist to a lesser, or higher, priority order.

Page 4 consists of the items to be completed after the event has concluded.  Often times at the conclusion of a critical incident we merely close-up shop and leave. There is a real problem with fatigue and the desire to leave the scene once the operation has been concluded.  We need to appoint someone who is fresh and just coming on shift as the “Close-Out OIC”, to handle all of the critical functions at the conclusion of an event.

The event conclusion is where we sometimes make mistakes by not properly accounting for equipment and evidence. It also presents a unique opportunity to thank any of the people that we have displaced during the emergency. It seems to me that we have more than enough people who might not like us, and we should never pass up the opportunity to thank people who have helped us. The people that we often times push out of their houses in the dead of night never get to hear the full story about what happened. Here is an excellent opportunity for us to both thank the people who assisted us, and to tell them the full story of what occurred. 

It's important to understand that all of the items that are listed on Pages 1-4 may not be needed at a specific incident.  They are listed on the checklist so that they can be considered by the first responder and either disregarded or ordered depending upon the circumstances of the incident. If a specific item isn’t required, simply line through it and keep going down the checklist. If you call for a certain resource, or assign a task to a specific officer, you can make your notes regarding that assignment directly on the checklist.
I would like to use this opportunity to further discuss the law enforcement use of a Staging Area. This concept has been placed on page 1 of the checklist as an indicator of its importance.
We need to emphasize in our training that everyone not immediately committed to the event should go to the Staging Area.  This will allow communication between the critical incident scene supervisor / Incident Commander, and the staging area Manager to assign officers to the most critical tasks such as Locate - Isolate teams or Evacuate teams for the Wounded in an organized and efficient manner. 

At the Staging Area the staging area Manager can check equipment carried by our people as they are committed to the event, to insure they are properly protected. Such critical items as ammunition, ballistic helmets, armored vests, batteries for radios and flashlights and even chemical protective suits need to be checked or provided, prior to our people being committed to the event. The staging area also allows us to maintain a pool of officers for the relief of officers directly at the incident scene. Officers involved in critical incident response can and will tire quickly, and proper relief forces must be available. 

Please understand that this checklist is only a guideline and that you as the local law enforcement first responder can change and adapt this checklist as you see fit. Take some time and go over this checklist with your fellow officers, supervisory and command staff personnel and determine which items you feel are unnecessary or which items you feel should be added or changed on the list to provide a better response to a critical incident in your area.

As the checklist unfolds and you begin to order resources, you'll see that several of the items on the checklist are specific reminders to begin appointing positions in the Incident Command System --ICS.  There is also a blank ICS diagram on page 5, so as you assign people to the se jobs you can list them in their job positions. This is a method to lead into the next phase of our response to a critical incident: the establishment of the Incident Command System as a way to manage the operation for the long haul.

Additionally, there is a chart on Page 6 of the checklist that lists the four main sections known as the Tactical Incident Information. This briefing sheet should be filled out by the Incident Commander as an overview of the incident. This page should be completed during the first 40 minutes to an hour of the incident, duplicated in large quantity, and a copy given to everyone on the event. This document page will provide an immediate record of the key elements of the event; and it will also assist in the briefing of any new staff and VIP’s that come on board after the start of the event.

The Tactical Incident Information page has a header section for the name of the incident.  The purpose of naming an incident is to cut down on potential confusion if we end up with multiple incidents within the same city or county.  In my agency we called the command post “CP” for many years, and this defined the location of the Incident Commander. On one specific occasion we had two incidents going simultaneously at different ends of the City, and we actually sent critical resources to the wrong command post.

The fire departments often times have many incidents going at the same time, and in order to differentiate the command posts for these incidents they give the incident the name of the primary street where the incident is occurring. In order to lessen confusion we took this example from the fire department and began naming our command posts for the primary street or landmark nearby. For example, if there is a barricaded gunman on Norwood Avenue, the command post would answer to the call sign “Norwood Command”.  

This was a fairly easy change in our procedures, and was made a part of our dispatch policies without any trouble. It is important also at this point to include dispatchers into the usage of our checklist.  We found that on several occasions first responding officers actually got caught outside of their cars when the incident began.  They were not able to get back to their vehicles and retrieve their checklists from their report binders.

In order to deal with this problem you should give copies of the checklist to all dispatchers in the communications center, and train them on how it is organized and how it should be used. By doing this you will create a “buy-in” with the dispatchers that will help officers in a critical incident. The dispatcher will be able to ask the officer if they want dispatch to go down the checklist, and together they will be able to rapidly order resources and organize a critic incident together.
           Please take some time now and go through the checklist, and feel free to modify or change it in any way you feel it will better fit your agency.

CRITICAL  INCIDENT  RESPONSE  CHECKLIST
***LOCATE / ISOLATE / EVACUATE*** 

***MCI PROTOCOL: CROWD CONTROL / TRAFFIC CONTROL

CORONER LIAISON / CRIMINAL INVESTIGATION

***USE THE INCIDENT COMMAND SYSTEM***
ADVISE RADIO - REQUEST DESIGNATED CHANNEL AND DISPATCHER

INNER PERIMETER – TEAM LEADER / COMMANDER

OUTER PERIMETER – TEAM LEADER / COMMANDER

DETERMINE INJURIES AND EVAC – TEAM LEADER / COMMANDER
LINES OF FIRE EVAC -- TEAM LEADER / COMMANDER
REPEAT SUSPECT DESCRIPTION TO ALL OFFICERS

POSITION OF PATROL RIFLE OFFICERS

CALL OUT SWAT - HOSTAGE NEGOTIATORS

          1st SWAT Officer to scout the inner perimeter. When ready, SWAT replaces Inner perimeter, and these patrol officer’s report back to CP for debriefing and reassignment.

FIRE DEPARTMENT / AMBULANCE STANDBY – NOTIFY BATTALION CHIEF TO CP FOR BRIEFING, AND ALLOW BC TO ESTABLISH AND DEPLOY FIRE RESOURCES
NAME ROUTES TO / FROM THE SCENE, AND STAGING AREA

ESTABLISH COMM W/SUSP - ASK TO SURRENDER

CONSIDER EVAC OIC FOR FULL NEIGHBORHOOD ACCOUNTABILITY – TRANSIT BUSSES FOR LARGE GROUP TRANSPORT AND TEMPORARY HOUSING
DESIGNATE A PURSUIT TEAM – IF SUSP CAN GO MOBILE (K9 & Tack strips in driveway)
LIMIT PHONE ACCESS TO SUSPECT - Consider Call-out of Phone Co., 
Gas, Electric Co.
NOTIFY ALLIED AGENCIES AS NECESSARY - SHERIFF, CHP, FBI, ETC. 

RADIO NOISE DISCIPLINE

DOUBLE CHECK YOUR LEGAL AUTHORITY TO PROCEED

CRITICAL INCIDENT CHECKLIST CONT'D
VOICE OR MDT AS LOGGING DEVICE – TACTICAL DISPATCHER TO SCENE

FILL OUT ICS DIAGRAM AND TACTICAL INCIDENT INFORMATION SHEET

AND DISTRIBUTE
INTELLIGENCE OIC (USUALLY WITH HOST NEG) -DEBRIEFING NEIGHBORS, HOSTAGES, RELATIVES. **FLOOR PLAN — ANY NEIGHBOR, BLDG MGR, ECT. PRACTICE ON SIMILARS.
PIO - BROADCAST PRESS TO RESPOND TO A SPECIFIC LOCATION – Conduct Briefings as necessary – Consider use of Pool Video
LOGISTICS OIC - Staging area manager, maintaining security and routes to and from, personal needs of officers, Call out for Red Cross/Salvation Army, etc. 

CHAPLAIN CALL-OUT (BOTH COMMUNITY AND LAW ENF. CHAPLAINS) 

CALL DETECTIVES TO THE SCENE - Criminal follow-up, report writing, Intelligence on the suspect, statements from witnesses, etc. Work for INTELL OIC 

AIR ASSETS - BOTH HELICOPTER AND FIXED WING

MARINE ASSETS - DART, PD BOATS, FD BOATS, ETC

MUTUAL AID DECISION - LIAISON OIC IF NEEDED

CORONER STAND-BY OR NOTIFIED

SIGN-IN / SIGN-OUT ROSTERS FOR ALL ASSIGNED – LOGISTICS OIC
A/V Unit CALL-OUT FOR DOCUMENTATION / CROWD FILMING - (CSI-HOMICIDE-ECT.)

WHO IS PRIMARY REPORT WRITER (consider ADMIN OIC)

***HOLD SCHEDULED MEETINGS WITH ALL ICS STAFF AND THE OIC'S AS NECESSARY ALONG WITH HOSTAGE NEGOTIATORS AND THE SWAT TEAMS - FOR STATUS AND DECISIONS TO CONTINUE THE OPERATION*** 

CALL OUT OF CIV STAFF - PROPERTY ROOM, I.D. TECH, CLERICAL, ETC.

CRITICAL INCIDENT CHECKLIST CONT'D:
FIX LOCATION OF SURRENDER AND APPOINT TRANSPORT OFFICERS

NARCOTICS / GANG UNITS FOR MOBILE INTELL GATHERING

CONSIDER SPECIAL SUPPORT ITEMS – BOMB ROBOT, ARMORED CAR, DOJ/FBI FOR HIDDEN TV CAMERAS, LISTENING DEVICES, AND SPECIAL SUPPORT FOR SWAT, HOSTAGE NEGOTIATORS, ETC. 

CSI AT SCENE (Video Camera, Evidence retrieval)

K-9 (Use for Call, or CP Security / Pursuit Team)

LOCATION FOR MASS PRISONER PROCESSING IF NECESSARY

MEDICAL LIAISON OFFICER TO STAY WITH MEDICS / FIRE

COMMAND OFFICER / EXECUTIVE-ON-CALL NOTIFIED

UPDATES TO PRESS EVERY 30 MIN – ADJUST AS NECESSARY

UPDATES TO ALL OFFICERS AS FREQUENT AS POSSIBLE – 15/20 Min

PREPARE FOR THE NEXT SHIFT – PLANNING OIC w/ LOGISTICS OIC
OPERATIONS CONCLUSION
APPOINT A RESPONSIBLE CLOSE-OUT OIC
GUIDE FOR MEDICS / FIRE / CSI AS THEY MOVE IN

CLOSING OF OUTER PERIMETER TO INNER AS SECURITY DEVICE -

         Maintain Scene Integrity - Log all who enter and leave - Prepare to turn over the scene and Incident Command to Detectives.
SWAT RETRIEVES EQUIP AND LEAVES - PHOTO/VIDEO OF SCENE PRIOR

EVERYONE CHECK OUT (sign in/out rosters) - THRU STAGING AREA                     

FOLLOW -UP OFFICER FOR NEIGHBORHOOD BRIEFING AND THANK YOU

ESTIMATION FOR DAMAGES - CALL OUT OF RISK MGMT STAFF

DAMAGE FORMS – FOR CITY LIABILITY

1st REPORT OF INJURY FORMS

WORKERS COMP FORMS

CLEAN UP OF ALL AREAS USED

DESIGNATE or CONFIRM WHO WRITES THE AFTER ACTION REPORT

ARRANGE FOR POST TRAUMATIC STRESS DEBRIEFINGS



















       UNIFIED COMMAND



TACTICAL INCIDENT INFORMATION

INCIDENT NAME:

START DATE / TIME:

END DATE / TIME:




THE INCIDENT COMMAND SYSTEM

[image: image1]
After we’ve gone through Locate Isolate and Evacuate, assessed for an MCI and started through the Checklist, we need to roll the management of this event into an operational system that will help us stay organized and focused for the long run.  These four steps to the Critical Incident Response Plan flow together; after some practice they actually appear to be an almost seamless, logical progression as the incident unfolds.  

All parts of the plan are overlapping, and you will actually be doing several parts of the plan at the same time.  If you look carefully you'll notice that various job titles that are used in ICS are bolded in the Checklist.  This is done as a reminder of these critical tasks, as well as a reminder to start filling out the Incident Command System diagram on page five of the checklist and using the Incident Command System to manage this event

Background and History of ICS:

Historically the origins of the Incident Command System are from the old military G-1, G-2, G-3, G-4 system that was part of the 1920 Military Reorganization Act after World War I. Later on it was used to organize and march our military forces across Europe and the Pacific Ocean during World War II and it is still in use today.

In the early 1970’s, a national project known as FIRESCOPE was convened to try and come up with an organizational system for fighting multi-state forest fires. When this group began to look around for a system that would manage large-scale critical incidents, where better to look then at a system that was very effective in crisis management for well over 50 years? It was a proven tool with a solid track record in the management of these large, quick moving and sometime chaotic events; and it was adopted by the FIRESCOPE project and named the Incident Command System -- ICS.

ICS then quickly became the nationally recommended standard for all fire departments as an organizational system to use for management of large-scale critical incident events.  It never really received widespread attention or usage in the other public safety disciplines until the early nineties when we had the Oakland Berkeley Hills fire in California in 1991, the 1993 attack of the World Trade Center and the 1995 bombing of the Murah Federal Building in Oklahoma City.  These events formed the wake-up call in which all public safety departments, at all levels of government, realized they needed to find a standardized system to manage large-scale multi-agency and multi-discipline events.
The Incident Command System -- ICS -- provides a management structure and system for conducting onsite emergency operations.  It is applicable to small-scale daily operational activities as well as major mobilizations for such things as a forest fire, flood, or terrorist event.  
ICS, because of its standardized operational structure and command terminology, provides a useful and flexible management system that is particularly adaptable to incidents involving multi-jurisdictional and multi-disciplinary responses, as in the case of our first response to a critical incident with other local agencies and mutual aid help.
Some major points about ICS:

ICS IS PART OF A PROCESS. 
One of the reasons why ICS did not initially get favorable reviews from law enforcement personnel is because no one viewed the Incident Command System as a part of a process as opposed to a standalone system.
Law enforcement officers were told that the ICS system is the way to handle an emergency and it needs to be established right away at a critical incident.  They believed initially that as soon as they arrived at the scene of a critical incident they were supposed to start placing people into the Incident Command System jobs, and that somehow this would save them.  Because of this approach, they had a real hard time in seeing the relevance of ICS when they needed to establish a perimeter around the barricaded gunman that was actively firing into the neighborhood.

The approach of this manual is that ICS is really the fourth-step in the Critical Incident Response Plan of: LIE, MCI, Checklist, and ICS. We need to understand that the main function of the Incident Command System is to build an emergency framework to help us operate for the long run of the event.

We need to realize that as we are attempting to cope with the immediate problems upon arrival, we are actually building parts of the Incident Command System.  For example: as we set up an inner perimeter and a neighborhood evacuation team we are actually establishing two teams that would be placed into the Operations Division within ICS.
ICS IS NOT HOW WE NORMALLY DO BUSINESS.  

Every police agency is already organized in order to provide the best service to its citizens under normal operating conditions.  This day-to-day framework is how we carry on almost all of our business in providing law enforcement services to the citizens of our community.

When a critical incident or an emergency occurs, we need to move into a different organizational structure so that we can handle this event in the most efficient manner possible. ICS is this special framework that we operate under during an emergency.  Once the emergency is passed, we close ICS down and revert back to our normal operating organization.
ICS IS A TEAM EFFORT.

In the past, when a large scale critical incident occurred, whatever supervisor or manager showed up on the scene and said, "I'm in charge", that person became the central focus of all attention.  They had to do everything and remember everything that was necessary to run the operation.
In an emotional and confusing setting, like a critical incident response, one person can't remember all of the things necessary to run the event. We found that the distractions in this kind of chaotic environment are too big, and things got forgotten and fell through the cracks.
Over the years of using ICS we found that the positions detailed in this emergency framework are entirely adequate to handle any problem that could arise. Literally, there is no task that could occur during a major event that cannot be successfully pigeon-holed or assigned to one of the eight functional ICS jobs.
ICS provides the flexibility needed to rapidly activate and establish an organizational team around the functions that need to be performed in a wide variety of critical incidents from a hostage taking, to a large scale natural disaster such as an earthquake or flood.
The Incident Commander is now joined with the other leaders in the various ICS branches and divisions to form a cohesive group that will manage the conduct of the event. This factor immediately made the running of a critical incident into a team effort; and took it out of the old way of "one person in charge". The use of ICS pooled the knowledge of a group of people, and greatly reduced the potential for mistakes and errors.

THE INCIDENT GROWS THE ICS ORGANIZATIONAL STRUCTURE. 
One of the key principles of ICS is that the Incident Commander will only activate the sections that are needed for this specific critical incident. A lot of people mistakenly believe that as soon as they arrive at the scene of a critical incident they have to begin appointing all eight of the jobs in the Incident Command System, this is not true.  You don’t have to appoint all eight of the jobs right away unless the situation calls for it.
The Incident Commander will conduct an initial size up of the situation, and determine which of the eight ICS functional areas he/she needs to run this event and how many people need to be placed in each of these areas.
I like to call this the, "stack of dishes theory".  If you're going to throw a large party you’re going to need all of your dishes.  So if you're trying to manage a large-scale incident like a flood event or a significant terrorist incident, you're going to need all eight of the functional areas of ICS and many people assigned to each of these areas, with large numbers of people on both shifts, 12 hours on and 12 hours off.  

If you're running a smaller somewhat midsized event, say for example a single barricaded subject for 4-6 hours, you may only need half of your dishes with say 3-4 of the ICS functional areas open and moderate amounts of people in each.  
You need to imagine the ICS system as an expandable contractible accordion.  It is able to grow as large as the incident needs it to be, and able to be reduced in size as the incident starts to wind down.  The Incident Commander gets to open up all the boxes and then gets to close them down or “demobilize” them as the incident is winding down.
EVERYONE HAS TO BE FLEXIBLE ENOUGH TO WEAR DIFFERENT AND SOMETIMES MULTIPLE “HATS”.

It is one of those hard realities that we have to face in law enforcement that we are critically short of people in our daily operations.  With this in mind, there aren't going to be enough immediately responding Field supervisors and officers to handle all the positions within ICS.

We are going to have to be flexible enough to assume multiple jobs.  The person who is the PIO for example, may have to assume the duties of the Liaison Officer or Safety Officer.  The Incident Commander may have to double as the Operations OIC, and the Logistics OIC could have to also assume the duties of Staging Area Manager along with Administration and Finance OIC.

This also means that you may be taken out of your normal job assignment and be tasked with working in an area that you are not normally assigned to.  A patrol Sergeant could be assigned as the Logistics OIC for example, or a Corporal / Field Training Officer could be utilized as a PIO. 

The Incident Commander is going to have to place people into whatever jobs he/she needs filled at that moment.  This means that every person in the department has to have an understanding of the Incident Command System because they could be put it to any one of these jobs at any point in time.  This is especially true if you're a supervisor and you are responding to a mutual aid call from another jurisdiction. That jurisdiction’s Incident Commander might be making the assumption that you know all of these jobs and can fulfill any one of them.

TO BE APPLIED UNDER STRESS -- YOU NEED TO USE ICS ON A DAILY BASIS.

One of the big tricks with the Incident Command System is to utilize it during the critical incidents that we respond to all the time.  We need to have everyone in the organization trained in understanding all eight of the functional areas within ICS. Then we need to begin to use it during our daily occurrences in law enforcement.  We need to use the terminology and the functions of ICS during the multi-car crash, large disturbance call, traffic control at a fire and the barricaded subject. 

If we are consistent in utilizing its terminology and tasking function in these daily types of calls, we will be very familiar with the ICS format and organization and we’ll be able to readily move into it during a large-scale critical incident such as a Columbine High School or a significant terrorist event.

We don't encounter severe critical incidents on a daily basis. Without this type of daily refresher and usage, when the big event comes, we are not going to be as fast and proficient in the application of ICS that we should be.

ICS IS A PREPLANNING TOOL.

ICS makes an excellent pre-planning tool if you have a major event such as a demonstration, parade or VIP visit on the horizon.  ICS is the tool to utilize to get things organized prior to the event. 

We can figure out which teams and divisions we need to handle the event and then appoint the main division heads and team leaders using the Incident Command System weeks or months before the event in order to handle all the pre-planning.
Then, when any questions or problems arise in the planning stage, it gets directed to the correct person in charge of that function. When the actual event arrives, the same person continues in that role during the event. Confusion and loss of information is greatly reduced, and the event will run more efficiently.

ICS IS A SYSTEM DESIGNED FOR THE FIRST RESPONDERS.
Before we had the recent emphasis on the Incident Command System, most training in large-scale disasters and critical incidents was relegated to the manager and executive levels of law enforcement agencies.  Very little of this incident management training filtered down to the line level officers and supervisors.

Because of this, most first responders regarded ICS as something that the managers and executives would put into effect later on down the road; usually several hours into the incident. The first responders believed that they did not have to be really too concerned with how ICS works and functions. It turns out nothing could be further from the truth.

Due to a serious shortage of field supervisors and managers who are capable of responding immediately to a critical incident, we are finding that the individual first responders have to understand and quickly establish ICS to begin the long-range management of the event. When you combine this with the possibility that multiple critical incidents or terrorist acts could occur within the same jurisdiction; knowledge and use of ICS by all the first responders becomes a much more critical issue.

THE MUTUAL AID CONCEPT – AN ICS TRAINING RESPONSIBILITY.

As we have briefly mentioned, if you go to another agency to render aid there is a real possibility that you will be expected to fulfill any number of the jobs in the Incident Command System.  We now also have the responsibility to train all of the other allied agencies that could come to help you. 

There are very few departments across United States that can actually handle a significant event without utilizing some form of mutual aid. Think about it, every day we are utilizing some form of mutual aid and cooperation with our nearby sister agencies. This mutual aid concept will expand greatly during the conduct of a critical incident. 

During a critical incident you’re not going to turn away anyone with a badge and a gun that shows up to help you when you really need them. In order to smoothly integrate these outside agency personnel into the operation, we need to have a single operating system with common terminology.  Basically, we need to make sure they’re ICS trained.

If a training program on the Incident Command System hasn't been conducted in your area you need to start one now so that we can all be "singing off the same sheet of music".  With everyone involved in the incident using the same organization and terminology according to ICS, it lessened the confusion and miscommunication often created in these types of incidents.

This doesn't just mean law enforcement agencies.  You have to work on the "team building" concept with the other public safety first responders in the fire departments and emergency medical services.  Most large-scale critical incidents are going to require emergency assistance from these other vital public safety agencies.  The more that we train and drill with our counterparts in these services, the better off we’re going to be.  The goal is to optimize our swift and efficient response as a team, so that we can handle any kind of an event.

POINTS of ORGANIZATION
Remember, it is the job of the Incident Commander to designate which of the functional areas are going to be opened to handle this specific critical incident we are facing. Sometimes each event is unique unto itself and may require its own unique design of ICS; but generally we can almost pre-design the ICS format that we are going to use in the most common kinds of law enforcement events.
As an example: The average length of a barricaded gunman incident in the State of California is somewhere between four to six hours, so you may only need a medium size structure that looks like this:












As the incident progresses you may have to add other Teams, Branches or Divisions as the situation dictates. 

There is a small amount of room within this system for some individual department “tweaking” of the organizational chart. A good example of this can be found with the Sacramento County Sheriff’s Department. They believe that in order to properly handle the complex duties involving the dynamics between SWAT and the Hostage Negotiations Team that a Tactical OIC needs to be appointed to work under the Operations OIC.  This is a good example of how ICS can be modified to suit individual department needs.

Please see the chart on the next page.


We still need to understand that we should try and stay as true as possible to the main framework of ICS, so that all of the responders are using the same terminology and principles.

Span of Control
A critical issue relative to the creation or addition of various teams, branches and divisions is the issue of span of control. As you begin to add-in more teams or groups you have to be careful to not overload any one specific group leader by having too many people reporting to him or her.  A traditional rough estimate would be to have no more than five team leaders reporting to any one specific supervisor.  

We know that during a large-scale critical incident supervisors are going to be in short supply, but we have to make a real effort not to have one person trying to control a large un- manageable number of teams.
One of the methods that we utilize to safeguard against this Span of Control problem is to divide a large problem area up into specific smaller sectors in order to manage it more efficiently.  

For example: a large incident has occurred at a large stadium or sports arena, and we need to create multiple teams to assist in evacuation, casualty collection and searching for the responsible parties.  This number of teams needed would become unmanageable for a single supervisor, so we would divide the stadium or arena up into four separate sectors, each with it’s own sector supervisor.  This supervisor then would be responsible only for the teams in their sector, keeping the span of control to a manageable level.

Remember the key item is to use ICS all the time, during your day-to-day operations, so that all of your officers gain familiarity with the tasks that need to be accomplished. In this manner everyone will understand the functions of the ICS positions so that in the event your agency encounters a major incident, everyone will understand how the positions interact with each other and be able to put them in effect rapidly.

On the next two pages we have attached a "Thumbnail" description of each of the eight major components of the Incident Command System.

INCIDENT COMMAND SYSTEM ASSIGNMENTS

Incident Commander


The Incident Commander sets the priorities for the event, and determines which teams, branches and divisions are opened up to manage the event.  What does he or she want to see accomplished and in what priority order? The other division and section members conduct the follow-through. Frequent meetings between the IC and the other OIC’s/ Team Leaders of the various divisions and sections are necessary to keep everyone updated as the priorities change, and to guard against duplication of effort. 


The incident Commander also demobilizes the organization, closing the various divisions and teams as the incident winds down.
The Incident Commander's Staff
The PIO  - One of the most critical functions, and is almost necessary all of the time. 

Critical functions are:

1) Conducting frequent media briefings,

2) The handling of VIPs, and

3) Manning a telephone reference point for the general public and the media.


Think what questions will they ask? – and have the answers ready ahead of time)

$$ of damage (est) / # killed (exact) / # injured (exact) / # of bldg lost or damaged (est)

*Need an outside chalk board or posted briefing schedule to update press-
*Giving rapid, factual information, as soon as possible will cut phone calls jamming emergency lines - "only 1 person injured at..."

Liaison - The locator of all the agency representatives we may need for this incident. The Liaison OIC has to maintain contact with anyone who can assist us in the management of this incident.  Also, their other function is to keep higher management and all of the other allied agencies’ command centers informed as to the progress of the incident.

Safety Officer – This position has the authority of the Incident Commander, and is charged with overall operational safety. The job is to ensure we are doing the mission in the safest possible manner by inspecting the area to check on the welfare of all of the officers involved and to stop any form of unsafe behavior. An example would be finding an officer in a perimeter position without a vest or Kevlar helmet; the safety officer would obtain this equipment and get it to the officer.
One thing that some agencies are looking into, is to assign the Safety Officer position the additional duty of acting as a mentor to newer Incident Commander’s – to have an experienced senior officer available for the newer person to discuss ideas with and to assist in formulating action plans.

The Four Major Division Assignments:
Operations: The teams in the field handling the mission.

In a major incident - the original Incident Commander in the field might hand off to a more senior officer who will then become the new IC. Such as a sergeant who is the original supervisor of the scene transferring incident command duties to a Lt Watch Commander. The sergeant would then become the Operations OIC so that any potential drop of information is greatly reduced.

This Operations OIC is responsible for naming the teams needed to handle the mission. Under the Operations OIC you can have such teams as: SWAT, Hostage Negotiators, Evacuation Teams, Looter Patrol Teams, Inner and Outer Perimeter Teams, Security Teams, Criminal Investigation Team, Traffic Management Team, etc.   Each team has a designated Team Leader, reporting to the Operations OIC
Intelligence / Planning:  Two key missions - 

1)   To gather all Intelligence on the scope of the occurrence and the people and things involved. This could require a large number of officers depending on the size of the event.
Both field information gatherers and staff working in the office may be necessary. This function also includes maintaining the status on all the manpower and resources committed to the event – known as Situation Status and Resource Status. 
2)   To plan for the future – what are we going to need in 2 hours, 12 hours, 48 hours, etc. To come up with the lists of manpower and things we will need to run this operation at these time lines, and then forwarding them to Logistics.

Logistics:  The bullets, bread, beans, and butter people. They are charged with obtaining all of the items we will need – such as batteries, chain link fence, rent-a-cars, generators, toilets, food, etc.  This includes finding the people we will need for the operation through calling out off-duty staff or by using mutual aid. We should replace all staff every twelve hours; this includes all of the command staff, support and field personnel. This is such a significant task for most departments that we need to create a logistics team to handle it.
Logistics is also in charge of maintaining a Staging Area. This will be the central location for all supplies delivered and officers signing in, prior to their actual assignment. Once called for, the items and personnel leave the control of Logistics and are sent to their appropriate teams or positions.
Finance / Administration:  Two key missions -

1)   Finance- to pay for all of the items we purchase, rent, or lease during the incident, and to account for all timekeeping and payroll issues. The Finance OIC will be responsible for tracking all costs incurred during the event and submitting any reimbursement paperwork.
2)   Administration- accounts for all of the paperwork. Becomes the collection point for all IOD forms, workers compensation documentation, city/county liability forms, crime and incident reports, etc.  The Administration OIC ensures that all teams, sections and divisions keep a log and then obtains copies of the logs every 12 hours in order to write the after action report for the incident. 

I realize that this is just a “Thumbnail Sketch” of the Incident Command System. This is not meant as a full explanation of the functions of ICS. As I mentioned earlier during the section on Department Initiated Events, there is a more complete discussion along with checklists for each of the main job titles, in the 1999 California Law Enforcement Guide for Emergency Operations – “The Redbook”.
This book is known as the “Redbook” in the state of California because of its red cover which is part of a color-coded system of statewide manuals for emergency responders.  I am very proud to have been part of the team that helped to write this book. The Redbook is meant to be a complete source for all matters dealing with the Incident Command System for Law Enforcement agencies, and it contains several unique features. 

We realized that if you don’t deal with ICS all of the time, it would be hard to remember the various tasks assigned to all of the jobs, and the possible subgroups that could be created for each one of these eight major tasks. The Law Enforcement Guide for Emergency Operations was designed to help solve this problem.  All of the eight critical jobs within the ICS have extensive checklists and diagrams in the Redbook.

These checklists and diagrams allow the user to immediately become familiar with what might be unfamiliar territory.  Also included in the Redbook are all of the forms necessary to formulate an extensive written plan on a prolonged critical incident, along with specific checklists for such critical incidents as: aircraft crashes, Hazmat releases, fires, explosions, earthquakes, civil disorder, etc.
A copy of the Redbook is meant to accompany this manual to help the reader establish an incident command system and to act as an overall checklist for any of the positions within ICS.  You can place the basic checklists in large manila envelopes and carry them with you to give out to the officers you assign to each task. To facilitate this process the entire Redbook can be downloaded from the Internet by going to the site: www.oes.ca.gov. Go to the Branches and Divisions section, and then select Law-Enforcement Branch. About halfway down the pages describing the Law-Enforcement Branch there is an icon for the Redbook.  If you click on the Redbook icon the entire book will download into your computer using Adobe Acrobat. The 1999 edition is the current edition.

The ICS model is a highly effective way to manage everything from a multi-car accident to a multi-state forest fire. It has a proven track record for simplicity and the ability to do the job.

Please try to fully adopt this system if you haven’t already done so. There are many excellent schools, and Train –The –Trainer programs that can help your agency become more proficient in the Incident Command System. With a quick class and some of the tabletop exercises we discussed, you can become proficient in a very short order. Then, as your agency uses ICS on a daily basis and everyone gets familiar with the job titles and duties of each job, working in the ICS format during a critical incident or even a large scale disaster will be second nature.

UNIFIED COMMAND

The concept of Unified Command during a critical incident answers to the basic question of "who's in charge of this incident?"  The general rule of thumb is that anytime an incident goes beyond your own agency’s capabilities, and requires you to utilize the services of other departments such as fire, emergency medical service or public works -- you need to form a Unified Command with all of these other players. Anytime that the scope of an incident becomes so large as to include other agencies beside your own, there's a possibility for misinformation and conflict over who is in charge of this event and you should be thinking - Unified Command. 

In its most basic form, a Unified Command is formed when all of the field leaders from the various agencies are present and are sitting around the same table. I've seen many instances where various commanders have said that they are running a Unified Command, when in reality they are not.  If the Fire Department command post is in one direction, the Public Works command post is in another direction and the Police Department command post is in a third direction -- you don't have a Unified Command with all of these leaders separated.

The lack of coordination and the information that could be lost can cause mismanagement of a critical incident; we need to do whatever we can to not have this occur. We need to practice and train with all of the players around the same table. We need to forgo our attachment to our own command post trailers, and move to a position where all the leaders can manage the event together. This command post or Emergency Operations Center – EOC, should be centrally located to the event.
Unified Command speaks to the issue that all of the major players in an incident have a need to get together to share information, resources, and responsibility for the smooth delivery of effective service. But, as in all groups, there needs to be a foreman. A person who all the members will take direction from, a lead person or “shot caller”, helping to direct the focus of the group, and setting the group’s goals for that given point in time.

In our school explosion scenario, there are several main groups that can come together to run this event: the local police department, the fire department, emergency medical services, public works(for heavy lifting capability and potential infrastructure damage) and finally the school administration.  If we believed that there was the potential of a terrorist act, these groups would be joined by the FBI.
All the leaders from these various agencies would then group together and gather at a central command post location.  Each agency (police, fire, public works, EMS, etc.) would have its own incident command system being established behind their leader.  In this manner we would all be utilizing the same organizational system, "singing off that same sheet of music", so that we could help each other.  The Logistics OIC from police could go and talk to the Logistics OIC from fire if they were having trouble locating a specific item, like say chain-link fence.  The PIO's from the various agencies could link together and run a unified PIO organization and the Intelligence OIC's could all share and exchange information that they had gathered.

In order to understand the very fluid concept of "who’s the foreman" in a Unified Command event, I like to use the concept of a triangle.  I want you to think of the Incident Commander's position on the ICS diagram not as a box for a single person, but as a triangle comprised of the leaders of all the agencies present. 

The person who moves to the top of the triangle as our "foreman / shot caller / group leader” is the person whose group has the most to do at that given point in time in our management of this event.  In our scenario of an explosion at a school, when the event first starts, this is primarily a Fire / Rescue / Medical operation. The agency leader that we would all look to for guidance and direction would be the fire department’s Incident Commander. This person would move to the top position in the triangle as the initial “shot-caller”.


                                                            FD

                                                         EMS

                                        SCHOOL ADMIN

                                       PD                     FBI

                                         PUBLIC WORKS

                       Initial Unified Command For An Explosion At A School.

The fire department Incident Commander will set the goals for these initial stages of the operation. Their skill and expertise in the handling of an MCI, the treatment and transport of the injured, the rescue of victims who may be trapped and the availability to deal with any hazardous materials involved, all speaks to the principle that we as the other agencies in the Unified Command should be taking our direction from the Commander who has the most skill and knowledge to deal with the event at that given point in time.
During the time that fire is in the lead position of the Unified Command, this does not mean that law enforcement or any of the other agencies involved are sitting around idly waiting until fire duties have finished. Local law enforcement, along with all of the other agencies involved, will be responsible for establishing their own incident command system to manage this event during the time that the Fire Department is in charge.

As the fire department's involvement begins to wind down - everyone has been rescued, the fire has been put out and the casualties have all been moved from the scene to local area hospitals- the next group with the most amount of things to do is the local law enforcement agency.  If you will, the football gets handed off or passed on to the next group; the local law enforcement agency now has the most to do and their Incident Commander will now move to the top of the triangle and assume duties as the group leader.

When Incident Command passes to law enforcement, the law officer in charge will then set the goals for the operation, and begin conduct of the preliminary investigation. This will include identifying and taking initial statements from potential witnesses and victims, along with crime scene preservation, any emergency actions toward suspect apprehension, and evidence collection.

When the fire department begins to wind down its functions of fire-rescue-medical response, the fire and law commanders will agree when incident command will pass to law enforcement. When this occurs, simultaneous broadcasts should be made on both the fire and law enforcement channels so that all personnel understand that incident command has passed from the fire service to law enforcement. 

Also at this time, the specific location for the command post should be repeated via radio so that there is no mistake as to where the command post for this "Unified Command" is located.

This concept of a change in “who is the group leader” within the Unified Command does not mean that the fire department is finished and can leave the scene. Yes, their entire operation will wind down greatly and they will need a small fraction of the people that they had during the initial stages of the event, but their continued presence is vital. Their numbers and equipment may be greatly reduced, but they are still necessary for the continuity of information and in the event any fire issues arise. It is essential that under the Unified Command concept that a Fire Department officer remain in the command post who can direct fire resources if they are needed during this time.

As the law enforcement mission winds down, assuming that we have not discovered criminal involvement in our school explosion, control of the incident will now pass to the school administration.  The command level person from the school administration would now move to the top of the triangle and become the group leader; the setting their goals for the incident and being supported by the other groups in the Unified Command.  
Again, this does not mean that the local law enforcement or any of the other agencies would leave the scene.  They would still leave a command level person at the incident command post and sufficient forces on scene to handle any kind of problems that may arise in their area of expertise.

At some point during the final stages of the incident, the participating leaders would need to make a decision as to when the Unified Command would be disbanded or demobilized. In general, the Unified Command would be disbanded / demobilized when an agreement was reached that the final command agency could handle the entire event utilizing its own internal resources. In our example case of the school explosion, this would be the school administration.

When this decision is made within the command group, the Unified Command is broken down with all of the other members returning to their normal duties. The emergency stage has passed and control of the area would return to the school administration so that they can "get back in business" as fast as they can.  
The school administration may elect to keep its on-site staff managing the reorganization and recovery of the school in the already established organizational framework of the Incident Command System. As hard as it may be to spare the personnel, their participating group is already established using ICS and it is an excellent organizational framework for this huge task.  They will be able to continue managing the recovery of the school utilizing a seamless organizational system that can handle all of the problems that may arise.
Private Companies and Corporations
As many critical incidents have unfolded within the confines of Private Companies and Corporations, we need to address the issue of their inclusion within the Unified Command structure.  

Many corporations have decided to avail themselves of recent training in the Incident Command System and in the management of critical incidents as part of their disaster planning response, and recovery efforts.  These companies have seen the advantage of utilizing the same organizational structure as the public safety first responders to lessen the communications issues and to promote rapid response to the incident.  As public safety first responders we need to be aware of this trend and take advantage of it.

Just like the school administration, the Company management can and should be treated as a full partner in the initial response to a critical incident.  They form a critical element that is responsible for the accountability and safety of their personnel, identical to that of the school. They are also the specific source for critical intelligence information on potential hazards along with the layout and design of their buildings and facilities.

Therefore, the same basic principles that we would utilize by including the school administration into a Unified Command organization would apply to any private corporation or entity that is affected by a critical incident. So for example, if a critical incident occurred at a large manufacturing facility within your jurisdiction, you would need to include the command level personnel from this company into the Unified Command structure that would be built to manage the critical incident.

The staff and personnel of these companies are valuable partners that should not be overlooked.

Unified Command in a Terrorism Event
Since the September 11th tragedy, we as a nation have all become increasingly aware of the potential for terrorist activity within the United States.  As part of our first response activities, it is important that we have a solid picture of how the Federal Bureau of Investigation would join with us in operating a Unified Command during a potential terrorist event.

First, regardless of our initial impressions of the incident, the FBI would definitely show up at any significant unusual occurrence that could potentially have terrorist overtones.  In our example of the school explosion, representatives of the FBI would definitely be on scene.  Presidential Decision Directive 39 gives them the Authority through a Federal Executive Order to become the primary investigator / lead agency in any terrorism investigation.

Therefore, the first critical problem is answering the question: Do we have a terrorism event on our hands?"  Until this question is answered in the affirmative, the local law enforcement agency retains jurisdiction.  Basically, until someone establishes this is a terrorism event and the FBI has acknowledged that they are going to take over, the local law enforcement agency is investigating whether or not this is an accident or they have a homicide / assault / arson / vandalism perpetrated through the use of explosives.

If you even slightly suspect that you are dealing with a possible terrorist event, call the FBI out immediately. Depending on your location, it may take a few minutes to a few hours to get a Special Agent at the scene, and the lost time for coordination can be harmful to our later efforts.

The FBI will usually dispatch an initial Special Agent as soon as the incident occurs, as a direct result of just being in your city or county and monitoring local radio frequencies. It is always better to have the FBI on scene as soon as possible, and to make their representative a full partner in the Unified Command. In the event the incident is a terrorist act, the Bureau will be up to speed and be able to assume command responsibility without any loss of information.

If the incident develops as a local crime such as a homicide or bombing, the FBI’s presence will give you another well-trained investigator on scene as a valuable resource for both investigative ideas and evidence-collection issues. The FBI also provides both technical support and special resources you may not have at your local level.
If the incident develops as a potential terrorist act, and a group decision is made for the FBI to assume Incident Command at the top of our Unified Command triangle, it can be several hours before the FBI has assembled a full command team and are ready to take over the incident. During the interim, the local law enforcement agency will assume the position of Incident Commander, while coordinating in the Unified Command with the Fire Department, the FBI and the other Unified Command agencies on scene.

When the FBI team has been assembled and is in place, the Bureau then will assume command of the incident. The FBI might be able to respond its evidence collection teams to the area fairly quickly to assess the evidentiary problems and get a handle on how much staff they will need and what specialized equipment they should bring.
The FBI has its own policies on evidence collection, so if you believe this is a terrorist event, it is better to seal the area and let their evidence technicians collect the evidence rather than filling up your property warehouse and creating major chain of custody issues. If some evidence needs to be preserved on an emergency basis, this should be done for later transfer to FBI custody. Since almost all of our response to an act of terrorism will be after the fact, evidence collection issues will be crucial for the arrest and conviction of the suspect(s).

The important thing to understand at the local level is that once the FBI has assumed command, they will still need our continued support and assistance.  Even though the initial incident response from the other agencies in the Unified Command such as local law enforcement, fire and public works have been cut back significantly; the FBI will still need help and assistance with traffic control, body and evidence recovery, scene security, potential hazardous materials, infrastructure damage / assessment and a host of other critical tasks. 

The Unified Command structure is the perfect vehicle to provide this critical support.

The FBI, in order to better coordinate the federal response to an act of terrorism, will establish its own version of the Emergency Operations Center called a Joint Operations Center or JOC. This is the location where all federal agencies will first report to, and work out of, for the duration of the incident. It corresponds to local government’s Unified Command location, the EOC.

In order to better function together, it would be helpful to work out of one central EOC. The FBI’s establishment of a separate JOC is based on the large numbers of agencies and support staff that could be called in to help at a major terrorist event which is a legitimate concern. In the event the incident is a large one, the Incident Commander should be looking for an area large enough to accommodate these priorities so that all the agencies can be co-located at the same facility operating in the Unified Command.
As the local agencies’ involvement winds down, fewer staff will be necessary, just as in our prior example.  As before, at some point during the final stages of the incident, the participating leaders would need to make a decision as to when the Unified Command would be disbanded or demobilized.

Following our principle, the Unified Command would be disbanded / demobilized when an agreement was reached that the final command agency at the top of our triangle, in the case of the terrorist act -- the FBI, could handle the entire event utilizing its own resources. At this point the Unified Command would be disbanded with all of the local agencies returning to their normal duties and all future investigation and action would be controlled by the Federal Bureau of Investigation.

--------
Conclusion

You need to make the principles of ICS part of your daily response to emergencies and conduct frequent training at all levels in your department; so that in the event of a large scale critical incident, everyone will understand the framework and terminology and be able to smoothly apply the concepts needed to save lives.

SPECIAL TACTICAL CONSIDERATIONS

WMD Incident

One of the critical problems that can haunt field operations personnel is the possibility of encountering a Weapons of Mass Destruction—WMD, release. The best thing that we can do for our officers in this circumstance is to give them a clear picture of how to recognize such a release, and how to realistically deal with it.

One of the biggest problems that must be faced during the 1990s and beyond is the threat that someone will utilize a Weapon of Mass Destruction - WMD.  These devices, whether improvised or manufactured, have come to be known as “the poor man’s atomic bomb.” There are three basic categories of these weapons: nuclear material, biological material, and chemical material.

All these agents have specific ways they attack the human body, and each have some components that have varying symptoms and effects when released in a populated area.  The task of product identification and the planning of a specific approach to save people belongs to the hazardous materials experts and the public health professionals. 

In considering a potential WMD threat, what will the role of local law-enforcement officers be?  Our response will almost always be after the fact of a terrorist incident. The device will already have exploded or have been released and the law enforcement officers’ job is to respond into unknown circumstances.  Remember, the first calls into the police and fire services during the 1995 Tokyo subway Sarin gas attack were, “man sick in the subway”.  This is a very common call to the first responders in any major city with a transit system. Several of the initial casualties in Tokyo were police officers and firefighters who walked into this common trouble call.

Safety during normal operations depends upon the initial response and how observant and vigilant officers are. If they go walking into calls as if nothing dangerous is going to happen, sooner or later that attitude will injure officers. Real effort should be spent educating patrol officers how to recognize one of these incidents when they see it. As officers respond to one of these unknown trouble calls, they need to be as observant as if they were responding to any hazardous materials spill. 

Initial Response:

Let’s consider a possible scenario:

Officers arrive at the local convention center.  They are confronted with 20-30 people down.  There are no normal signs of violence such as gunshot wounds or explosive debris.  People are showing signs of being very seriously ill – such as a vomiting, convulsions, cramps and nausea.  Once officers recognize the signs as that of an unknown agent, they need to affect the proper precautions, withdraw from the scene, and warn the other first responders.

The best response in this circumstance is to react to this incident as officers would respond to any kind of a hazardous materials spill.  There is basically no difference between a release of a chemical weapon, for example, and an accidental hazardous materials release of a lethal industrial chemical.  As simplistic as it sounds, this is a very appropriate analogy.

Sometimes officers’ fear can be their worst enemy.  Reaction to the mention of a terrorist chemical release would predictably be different from reaction to hearing of a nearby hazardous materials spill.  Officers must overcome this fear reaction and conduct the same appropriate response.

Officers also need to overcome their natural reaction to rush in and try to help people. Hazmat training programs emphasize the importance of recognizing warning signals and placards in hazardous materials incidents and this problem is no different. Say that officers arrive on the scene of an overturned tanker truck leaking a chemical.  The placard on the truck reads, “1092”, and the driver is unconscious in the cab of the truck. In this circumstance officers have been trained to know they cannot rush up to the truck and try to pull the driver out. Officers have been trained to know they would be risking their own safety without proper protective gear, and potentially making themselves victims.

Law enforcement officers are trained to the level of First Responder Awareness in hazardous materials incidents. This is the same training needed in the response to a WMD incident.

In the scenario at the convention center, the procedure would be the same as the law enforcement First Responder to the overturned truck: Resist the impulse to run in without the proper protective equipment, withdraw from the area, call for the appropriate Hazardous materials response and establish a protective perimeter.

Once the first responding officers have withdrawn from the immediate scene and notified the other emergency responders that a potential WMD or Hazmat situation exists, an effective outer perimeter should be set up.

In the WMD incident at the convention center, the decision for movement of the contaminated casualties will rest with the Hazmat or Fire Department Incident Commander.  As discussed before, the Unified Command model dictates that the Fire Department would be the first Commander in the Unified Command due to the fire, rescue, medical and now hazardous materials issues. Some police and sheriff’s jurisdictions have retained command function in Hazardous Materials incidents as detailed in the Vehicle Code. A smooth sharing of command must be agreed upon by these law and fire agencies prior to any actual incident.

If it is an accidental release, or a weapon, or a hazardous material spill, people need to be decontaminated before they can be moved out of the area and medically treated.  The worst-case scenario is for a contaminated person to be transported by ambulance to the local trauma center.  Depending on the nature of the contamination, the ambulance, its crew and the local trauma center might become contaminated, forcing all of them out of service.

People might have already left the scene to seek medical care before the police even got set up. This means the media should be asked to alert these people and have them identify themselves so they can be decontaminated before they show up at a doctor’s office or hospital emergency room. Officers might actually have to retain people at the scene inside the perimeter until they are decontaminated and medically cleared to leave. If we have contaminated people who left the scene, we may have to consider putting up a perimeter around the local trauma center to prevent contaminated people from entering it.

The same procedures followed in responding to “regular” terrorist events will come into place at this point.  Law enforcement’s main function once the Fire Department turns over command, is to establish scene security, preserve evidence, identify witnesses and take their preliminary statements.

Law enforcement officers also need to consider their capability for performing the important functions during a WMD event: The first is to engage any possible suspects left inside of the “hot zone.” This task usually falls to SWAT officers who have been trained to neutralize potential armed suspects and have sufficient firepower to handle whatever the terrorists may throw at them.  

This means that SWAT officers must be trained to operate inside protective suits that afford protection in this WMD / hazardous materials environment.  This is no small task.  The mobility of the officers is extremely restricted inside this equipment and there is a communication problem between officers involved due to the suits.  Extensive training can overcome these problems, but it has to be conducted long before the incident.

The second law-enforcement function is perimeter security.  It needs to be accomplished with an eye towards the protection of the individual officers who are on the outer perimeter where a WMD has been released.  Due to potential wind shifts or larger than anticipated affected areas, the officers on these outer perimeter positions should have a protective outer suit.  The current military charcoal chemical suits (available through the Department of Defense property release program) or other appropriate outer attire is a must.  When combined with a highly efficient mask that can filter out the potential weapons (such as the military M-17 with the HEPA filters), the outer perimeter officers should be well protected.  Regardless of which job is being conducted, there is a significant fatigue factor that arises while utilizing either of these suits.  Officers should be well trained in both their use and how the suit affects them personally over a prolonged period of time.

Local governments should obtain this equipment and train police officers how to use it.  Officers should not be asked to perform their duties without the proper protective equipment and sufficient training to ensure their survival in this most hazardous environment.  Because equipment is extremely expensive, consideration should be given to cost sharing and having this equipment centrally warehoused and available to many jurisdictions who can share costs.

One of the biggest problems in responding to this kind of event will be the panic created by the information that a terrorist weapon has been released.  There will be overwhelming media involvement that needs to be dealt with immediately to lessen the panic.  A Public Information Officer (PIO) should be appointed immediately.

The media can be a critical ally in lessening panic and stopping misinformation and confusion. However, this only works if an official person is out front with the media so that they can be constantly updated and have their questions answered.  Remember, because this will be a visual event the media will want to go where the action is.  They will try to get as close as possible to the action to film it.  The PIO must be at the scene, so that there will be someone present who can work with the Incident Commander and stop a lot of confusion and misinformation.

It is rare that an actual media relations officer will be on scene or available within the first hour of the event.  Most agencies do not have the luxury of having a full-time on-call media officer, and usually one of the executive staff handles this role in addition to his or her normal duties.  Training senior patrol officers, corporals and sergeants in crisis media relations is very important. It will provide us with a 24 hour cadre of available staff to use in this critical function.

Someone should be available to work with the media immediately. If the media is not given information from government representatives they will find their own sources. The media will interview people who sometimes provide wildly different accounts of the incident and outright misinformation.  Additionally, to fill live airtime, the media will often speculate and theorize among themselves as to the nature of the incident and its potential hazards.  Both of these problems, along with the unavailability of an “official person,” can cause serious problems with the public and allow them to think that the government is not dealing effectively with the crisis.

For example, our PIO could stress the small area and minimal number of people affected.  The PIO could be there to explain that once a person has been influenced by a weapon of this nature, it would be almost impossible to spread the weapon to other people.  For example, if a person received a normal exposure to the chemical weapon SARIN, that person would not be able to contaminate other people.  Facts like these would help to greatly lessen panic, but they won’t get out if the local law enforcement agency doesn’t have a cadre of trained people to deal with the media at the start of an event.

As time goes on, governments will undoubtedly encounter more and more threats of this nature.  Each one should be approached on a case-by-case basis with the same consistent plan to minimize the fear associated with the term “Weapons of Mass Destruction,” and to prevent it from overruling our common sense and tactical response to the incident.

CRISIS PHONE NUMBERS:

POSSIBLE CHEM / BIO TERRORIST EVENT:       Using DOT HAZMAT GUIDE BOOK



                                     Treat all as if Material Code 2810



                                     This Equals Guide Page  153
To Report and gain Information:                           Chem / Bio   1-800-424-8802 National Response Center


                                 Radiation:    1-202-586-8100

Remember the “HAZMAT” Free-Form Command through a NCIC Terminal. This command will give you a mask leading to all of the information contained in the DOT HAZMAT GUIDE BOOK.
CHEMTREC:      1-800-424-9300

CHEM-TEL:        1-800-255-3924

MILITARY SHIPMENTS:

EXPLOSIVES / AMMUNITION     1-703-697-0218

                                    ALL OTHERS                                         1-800-851-8061

HIGHRISE BUILDINGS

Within most states a high rise building is considered to be any structure 70 feet above the grade of the street. This standard was brought about by the universal fire code currently in use by the cities and counties.

Once a building reaches 70 feet, certain fire precautions have to be included into the construction of the building. Several of these critical fire precautions are extremely helpful to law-enforcement officers faced with the initial response to a possible gunman incident within a high-rise building.

All of these devices center on the “Fire Control Room” that is usually found in a central location next to the first floor lobby area. In order to gain access to this room you’ll have to contact one of the building maintenance, management or security personnel.  They are usually the only ones who have keys that will allow law enforcement access to this critical room. 

Once you have access to this fire control room there are several critical devices present that can help you maintain control over a high-rise building:

Building-Wide Intercom System.  Located in the fire control room is a hand set along with a selector switch that will determine the various floors throughout the building that you can deliver an intercom message. This system would be extremely critical in advising all of the occupants how you’d like them to proceed during an emergency.

Central Elevator Control And Monitor.  The fire control room will also contain a monitor system that will allow you to view the status of each elevator within the structure.  Additionally, there is also a central control at this location that will allow you to drop all of the elevators to the ground floor and prevent them from moving.

Elevator Phones And “Firemen’s Key” For The Elevators. This room is also the central repository for the phones that will allow you to talk to individual elevator cars.  It is also the location where you can find the “firemen’s key” that will allow you to independently operate a specific elevator.

Radio Antenna.  Some of the newer buildings are now equipped with a radio antenna that runs through the entire building and ends at the fire control room. The antenna connectors are designed to fit your local fire department’s portable radio.  If you utilize the same portable radio type, you also will be able to capitalize on this antenna system.  The purpose of the system is to provide clear transmissions for portable radios throughout the building during a critical incident.  Most of these buildings are heavy concrete and steel and could dampen or interfere with radio transmissions.  With this enhanced antenna system, transmissions throughout the structure should be much clearer.

Miscellaneous Equipment.  The fire control room can also contain several items that would be of help to law-enforcement officers.  Such items as bull horns, light sticks, extra flashlights, and batteries are usually found within this room.

If you’re confronted with a possible gunman in a highrise building you can take over control of the building fairly rapidly through this fire control room.  An announcement would be made on the building wide intercom that the building is being evacuated. By shutting down all of the elevators and recalling them to the first floor this would force all of the building occupants into one or two exit stair wells.  You then can station officers at the exit doors to the stair wells on the ground floor and have them give instructions to the evacuating citizens where to assemble for both an evacuation area and intelligence gathering.

You can then insert a Locate/Isolate team on the top floor by utilizing the elevator control key. If necessary you could use the same elevator to deliver individual Locate/Isolate teams to each floor in the structure, clearing each floor one by one, and forcing the gunman to the first floor area. This also could be an ideal way to deliver needed medical assistance or heavy equipment.

COLUMBINE HIGH SCHOOL, LESSONS LEARNED
Several major points came out of this incident that are very important to the first responding patrol officers.  Most important of these points is the fact that this is a patrol problem.  The time that it takes to assemble an operational SWAT team can take away valuable time needed to confront an active shooter incident. As we already discussed, the four-officer Locate/Isolate team needs to be practiced by all mutual aid officers as a method to counter this specific threat.

We have to pre-plan our response to our schools and any other locations that collect large amounts of people such as stadiums and convention centers.  There are many outstanding programs and formats that can be utilized to preplan your response to any facility or potential target within your city or county. Don't try to reinvent the wheel, look around to other law-enforcement agencies and see what their utilizing as preplanning documents for response to a specific location.
We have to contact the management at these facilities and have them stockpile diagrams of the facilities along with master keys for the entire facility.  We then have to train the staff at these facilities how to respond outside to specific Rally Points and meet the first responding officers; bringing with them up-to-date information regarding the suspects, along with the maps and keys for the facility to give to the police.  As part of our pre-planning we have to include possible locations for a Fire/Medical/Triage area and a law-enforcement staging area. 

We need to have each district officer familiar with how to shut off all of the utilities and the fire alarm system for these facilities.  The amount of noise and confusion created by this system during a prolonged police operation can actually harm the officers and degrade their efficiency. Part of the critical radio transmissions during this incident could not be heard clearly because of the overpowering sounds of the fire alarm system.
We need to conduct a walk through of each school by the district Officers and Sergeants, and have these patrol teams completely familiar with the layout of these facilities.  This prior reconnaissance will be invaluable during a critical incident. 
This point is especially true when you consider potential terrorist targets within your law-enforcement agencies jurisdiction.  By selecting the top 10 potential targets in your area and preplanning your response to these locations you can dramatically reduce the confusion generated by one of these events.  By conducting walk-thru tours of each site, along with training and drilling, we can hope to reduce the impact of this incident and respond in an effective manner.
SUMMARY AND CONCLUSION

We have to remember that our goals as Law enforcement officers and first responders in a critical incident are to save lives, preserve evidence and affect the arrest of any suspect(s). The confusion generated by these incidents has us facing a large number of serious disadvantages.

These incidents are going to occur, and it is going to fall to the first responders to try and get the incident under control. The actions of these first responders are going to set the tone for the entire event. 

Our patrol officers will be held accountable for an organized response. The neutralization of the suspect(s), the swift rescue of the injured, the preservation of the crime scene, and operations overall conduct will be our responsibility. We need to show our citizens a coordinated and efficient response to justify the trust that they have placed in us, and to stop the fear brought about by these acts.

This manual was designed so that first responders could use it as a blueprint for this swift and efficient response.  With all of us trained and working together, our efficient and coordinated response will help us achieve our goals. If we are unprepared, we can certainly create lifelong memories of how we should have responded and failed; as opposed to solid memories of a job well done and an enhanced reputation as a law enforcement agency that can handle major calls and critical incidents.

Thank you very much for your concern, and your attention to this document. Having worked in this area for these years I know that no one person has all of the answers. The more we as Fire, Law and EMS work together, the better our combined product will be. I sincerely welcome your comments on this manual, both positive and critical. The positive ones keep us going in the face of obstacles, and the critical ones help us get sharper and see each other’s perspective better. 

I have included my address information on page 2. Please feel free to let me know your comments. Again, thank you for your attention, and please be safe.

                      

John Kane

BIOGRAPHY – Lt. JOHN KANE (ret.)

Sacramento Police Department and Managing Director, D-PREP, LLC.

Lt. John Kane has worked as a Police Officer in the City of Sacramento for almost twenty-seven years. During his career he has worked almost every assignment you can have as a police officer.

He has walked a foot beat, been a Field Training Officer, and worked the plain clothes Crime Suppression Unit. As a Sergeant he has supervised the communications center answering 911 calls, and led a patrol team on graveyard watch. As a Lieutenant in the Detective Division he has commanded the Burglary/Sting/Pawnshop Unit and the Sexual Assaults and Child Abuse Unit. He has commanded the Police Academy along with the Personnel and Training Division, and for 12 years from 1990 until 2002, he was the Day Division Watch Commander in the Patrol Division. Because of his expertise in the emergency operations field, he was also in charge of Disaster Planning and Emergency Preparedness for the Sacramento Police Department.

Lt. Kane has an extensive Military background. He was a 2nd Lieutenant in the US Army at the age of nineteen, and served in an Infantry Company with the 82nd Airborne Division in Vietnam from 1968 through 1969. He commanded a Military Police Company for almost five years in the Army Reserves; and was honorably discharged with the rank of Captain. He was awarded the Bronze Star, the Army Commendation Medal for Valor and was wounded in combat and holds two Purple Hearts. 

Lt. Kane has both Master's and Bachelor’s Degrees from Sacramento State University, majoring in Criminal Justice. He is currently on the faculty of the Federal Emergency Management Agency - FEMA, as an adjunct professor teaching at their Emergency Management Institute, in Emmitsburg, Maryland. He teaches response to critical incidents such as Earthquakes, Floods, Hazmat events, and Terrorist incidents. He is a graduate of the National Fire Academy course as a Hazardous Materials Incident Commander, and the FEMA Incident Command System - Train the Trainers course, along with many other schools. He was chosen by FEMA in May 2000 to write the Terrorism First Response Lesson Plans for Law Enforcement that is now used to teach officers nationwide how to respond to a terrorist attack. Lt. Kane was a contributing author, along with several other nationally recognized instructors from FEMA, in a recently published book entitled, Terrorism: Defensive Strategies For Individuals, Companies And Governments.
He has served on the California Governor’s Committee of Law Enforcement Specialists in the Standardized Emergency Management System – SEMS, for over three years. While on this committee he helped to write and develop the manual known as: The California Law Enforcement Guide for Emergency Operations. He is currently on the Terrorism Training Advisory Committee for California law enforcement through POST. In October 2001 he received an Award Certificate from the national Top Cops Award, along with his team members, for heroism during a gun battle with a wanted murderer. In March 2002, Lt. Kane was the single recipient of the most prestigious award in California for a law enforcement instructor: The Governor’s Award for Excellence in Peace Officer Training, for his work in Disaster and Critical Incident Response training. 

Lt. Kane has commanded over fifty critical incidents, and was the Incident Commander at the April 1995 Unabomber attack in Sacramento. After a five year research project, he founded his own company,    D-PREP, LLC, and developed the four-day course entitled Disaster Preparation and Management. He has taught components of this course to over 11,000 law enforcement and civilian personnel since 1996. He also teaches the four-day Critical Incident Response Course, as a comprehensive update to tactical command at a critical incident, along with his latest course- Terrorism: First Response for Supervisors and Managers.  Lt. Kane teaches critical incident command at the California Law Enforcement Managers Course, and has recently begun teaching across the nation as an outreach project for the Federal Law Enforcement Training Center, a division of the Department of Homeland Security. 

His wife Sharon is a twenty-four year veteran of the Sacramento Police Department and has recently retired as a Detective in the Asian Crimes / Gang Unit. They have two children, Ryan 19, and Emily 15.

Fire Department


“BASE”


Parking Area





Delayed 


Treatment


(Yellow Tarp)


(Yellow Tag)





PLANS / INTELL





EVAC


TEAM





OUTER


PERIMETERTEAM





N / S


E / W





Outer Perim





ENTRY





EXIT























HELICOPTER


LANDING  ZONE





Immediate


Treatment


(Red Tarp)


(Red Tag)





TRIAGE





Area Evac Team





Hostage


Negotiator


Team





SWAT





Logistics OIC








PIO





Operations


OIC





Incident


Commander

















PIO





LIAISON





SAFETY





L – I – E


M C I


CHECKLIST


I C S





LOGISTICS





ADMINISTRATION& FINANCE





PLANNING & INTELLIGENCE





OPERATIONS





Staging





SAFETY





LIAISON





I C and Scribe








PIO





INCIDENT COMMAND SYSTEM





� EMBED MSPhotoEd.3  ���





� EMBED MSPhotoEd.3  ���





L – I – E


M C I


CHECKLIST


I C S





L – I – E


M C I


CHECKLIST


I C S





TACTICAL


OIC





HOSTAGE NEGOTIATOR


TEAM























INCIDENT COMMANDER





L – I – E


M C I


CHECKLIST


I C S





SWAT





OPERATIONS


OIC





MORGUE


(Black Tag)





OPERATIONS








LOGISTICS























FINANCE / ADMIN
















































































CRIMINAL  ACTS





SUSPECT  INFORMATION





INCIDENT  MAP





THREAT  CONDITIONS


(weapons and demands)








47
91

_1125999215.bin

_1125998123.bin

