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Achieving Continuity of Operations 
Building Organizational Resiliency                
Continuity Planning 

Devolution of Control and Direction – Capability to 
transfer statutory authority and responsibility for essential 
functions from an agency’s primary operating staff and 
facilities to another organization’s employees and 
facilities, and to sustain that operational capability for an 
extended period. 
 
Reconstitution – The process by which agency 
personnel transition back to normal agency operations 
from the alternate location back to the primary or 
replacement primary facility. 
 
Identification and Prioritization of Essential 
Functions 
The identification of agency essential functions is the 
foundation for continuity planning.  The identification of 
mission critical government functions focuses on defining 
the activities that are conducted to accomplish the 
agency’s mission, serve its stakeholders, and ensure the 
continuation of the State Essential Functions.   
 
An agency should carefully review all of its missions and 
functions before determining those that are essential.  
Improperly identifying functions as “essential” or not 
identifying as “essential” those functions that are, can 
impair the effectiveness of the entire continuity program, 
because other aspects of the plan are designed around 
supporting these functions.  If an agency fails to identify a 
function as essential, that agency will not identify the 
requirements and resources to support that function in an 
emergency and will not make the necessary 
arrangements and coordination to perform that function.  
If an agency identifies too many functions as essential, 
the agency risks being unable to adequately address all 
of them.  In either case, the agency increases the risk 
that it will not be able to perform all of its essential 
functions during a continuity event.     
 
Planning related to essential functions must also include 
identifying those agency partners who are critical to 
program delivery and testing the effectiveness of data 
exchange among the organization’s partners.  There 
must be careful consideration of agency and other 
partner interdependencies to ensure the continued 
delivery and performance of essential functions across a 
broad spectrum of threats and all-hazards emergencies. 
 
Planning for continuity usually cannot address all of an 
organization’s vital functions.  Some functions must be 
judged to be more important than others, and some will 
not be covered by continuity plans since the values at risk 
do not justify the costs of coverage.  The Continuity Plan 
should offer a priority, i.e., the best assessment of what 
operations are most important.     

Elements of Continuity Planning 
The Continuity Plan is the roadmap for the 
implementation and management of the Continuity 
Program.  PPD-8/NSPD-51/HSPD-20, the NCPIP, 
Federal Continuity Directive 1 (FCD 1), and 
Continuity Guidance Circular 1 (CGC 1) outline the 
following overarching continuity requirements for 
agencies and organizations. 
 
Essential Functions – Functions that enable the 
agency or department, on behalf of the State, to 
provide vital services, exercise civil authority, 
maintain the safety and well-being of the general 
populace, and sustain the industrial/economic base in 
an emergency. 
 
Lines of Succession – Provisions for the 
assumption of senior agency offices and other key 
positions during an emergency in the event that any 
of those officials are unavailable to execute their legal 
and/or essential duties. 
 
Delegations of Authority – Establishes who has the 
right to make key decisions during a continuity event. 
 
Continuity Facilities – Alternate facilities from which 
an agency and organization can perform its essential 
functions in a threat-free environment. 
 
Continuity Communications – The availability and 
redundancy of critical communications systems to 
support connectivity to internal and external 
organizations, customers, and the public. 
 
Essential Records Management – The 
identification, protection and ready availability of 
electronic and hard copy documents, references, 
records, information systems, data management 
software, and equipment needed to support essential 
functions during a continuity situation. 
 
Human Resources – Guidelines for the 
management of an agency’s human resources.  This 
includes designated continuity personnel and non-
designated employees who will nevertheless be 
affected by a continuity event. 
 
Tests, Training, and Exercises (TT&E) – Measures 
to ensure that an agency’s continuity program is 
capable of supporting the continued execution of its 
essential or mission critical functions throughout the 
duration of a continuity situation. 
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Achieving Continuity of Operations 
Building Organizational Resiliency                
Continuity Planning 
 

Recovery Time Objectives (RTO) – One method of 
prioritization is to adopt a 24 hour or one business day 
recovery time objective, or RTO.  The goal is to  
encourage all managers to examine their operations        
and identify those functions that, if are disrupted for         
more than one business day, will cause serious harm.          
If so, they are labeled “essential”, a term that implies for 
continuity planners both high value-add and a time-  
critical requirement for performance.   
 
Once an organization has correctly identified and 
prioritized its essential functions, the next step to consider 
is the minimum resources needed to continue the 
essential functions in an emergency.   
 
Resource requirements to consider include: 
 Alternate Facilities or Work Sites 
 Communications Systems 
 Key Personnel 
 Essential/Vital Records and Databases 
 Critical Systems and Equipment 
 Key Vendors 
 Supporting Government Agencies/Departments 

 
Protecting Essential Records and Databases 
The identification, protection, and ready availability of       
vital records and databases are critical elements of a 
successful continuity plan and program.  This includes 
electronic and hardcopy documents, references,         
records and information systems needed to support the 
agency’s essential functions.   
 
There are two types of essential records: 
 Emergency Operating Records—Examples include 

emergency plans and directives, lines of succession, 
staffing assignments. 

 Rights and Interests Records—Examples include 
official personnel records, Social Security, contracting 
and acquisition files.    

 
Each agency needs to determine whether they could 
access the critical information they need to perform their 
key functions in the case of an emergency? Does the 
agency have contingency plans in place for protecting its 
essential records and databases? 
 
The key to being adequately prepared is to establish and 
maintain a essential records protection program for your 
organization. The following five steps are recommended: 

 Step 1 – Identify the agency’s essential records. 
 Step 2 – Prepare an inventory of the essential 

records. 
 Step 3 – Determine how the records will be protected. 
 Step 4 – Designate an offsite storage location. 
 Step 5 – Protect the records. 
 

Ensuring the Operations of Critical 
Functions at Alternate Facilities 
The primary goal of continuity planning is to assure that 
the capability exists to continue essential agency 
functions across a wide range of potential situations or 
emergencies.  This includes the loss of the primary 
operations facility.  The identification of a continuity or 
alternate facility that is capable of supporting essential 
operations, positions, and personnel is critical.  These 
facilities must be capable of supporting operations in a 
threat-free environment, as determined by the 
geographical location of the facility and the collective 
protective characteristics of the facility.  
 
The following planning considerations should be used 
when selecting appropriate alternate facilities: 
 
 Location – Select a site that provides a risk-free 

environment and is geographically dispersed from the 
primary work location. 

 Construction – The alternate facility should be 
constructed so that it is relatively safe from the high-
risk hazards in the area. 

 Space – The site must have enough space to house 
the personnel, equipment, and systems required to 
support all of the organization’s essential elements. 

 Billeting and Site Transportation – Billeting (hotels) 
and public transportation should be available at or 
near the alternate facility.   

 Communication – The alternate facility will need to 
support the organization’s COOP information 
technology and communication requirements.  The 
agency will need to acquire any capabilities not 
already in place.   

 Security – Security measures, such as controlled 
access, should be an inherent part of the facility. 

 Life Support Measures – Access to life support 
measures--food, water, and other necessities--is also 
important.  If they are not available on site, they 
should be nearby. 

 Preparation – How much time, effort, and cost will 
be required to make the facility suitable for the 
organization’s needs? The more “turnkey” the facility 
is, the better. 

 Maintenance – How much maintenance will be 
required to keep the facility ready for COOP 
operations?  Lower-maintenance facilities offer a 
distinct advantage in case of no-warning continuity 
activation.   

 
It is advisable to select at least two alternate facilities in 
case the first selection is unavailable during the 
emergency.  Organizations should include a list of these 
pre-identified alternate sites in their Continuity Plan.   
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